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Abstract—Keystroke dynamics are behavioral biometric traits
that are frequently proposed to be used in novel authentication
systems. Keystroke dynamics are based on the analysis of inter-
vals between keystroke events originating from user input and
thus directly depend on available timing information. However,
modern web browsers limit the accuracy of timestamps to im-
prove security and privacy. This study systematically investigates
the impact of limited timestamp accuracies on the performance of
keystroke dynamic analysis. By conducting multiple experiments
with popular web browsers, we demonstrate that the minor
timestamp modifications that mitigate timing side-channel attacks
do not interfere with the effectiveness of keystroke dynamics
analysis algorithms. Furthermore, they are surprisingly resilient
to larger timestamp modifications, which results in a serious
threat to users’ privacy. This research provides fundamental
knowledge enabling researchers, privacy engineers, and browser
vendors to study risks in keystroke dynamics-related systems and
to develop mitigations against tracking methods that fingerprint
users instead of devices or browsers.

Index Terms—Kkeystroke dynamics, timing precision, continu-
ous authentication, user profiling

I. INTRODUCTION

Keystroke Dynamics (KD) represent how individuals use
a keyboard to enter text into a digital system. By extracting
timing information, such as the duration of a keystroke or the
duration between successive keystrokes, behavioral biometric
traits are obtained allowing users to be differentiated based on
their typing characteristics [1]. KD are mainly used in research
into new authentication approaches like continuous authenti-
cation [1, 2], with initial applications in real systems [3].

KD-based authentication systems are frequently proposed
to secure access to distributed systems, which are usually
accessed over the Internet [2, 4]. Thus, web-browser-based
implementations are used for both research and practical
applications to obtain KD data, which usually includes ex-
tracting timing information from JavaScript APIs [5, 6].
Precise timestamps can be misused to perform timing side-
channel attacks, in this case especially the microarchitectural
attacks Spectre [7] and Meltdown [8], posing severe threats
to the security of systems and users. Consequently, as a
mitigation, web browser vendors reduced the precision of
timing information available via APIs in recent years [9].
Furthermore, timing information available via JavaScript APIs
can be used to implement tracking mechanisms related to

Preprint, accepted for publication at IEEE TrustCom-2024.

device fingerprinting [10]. As a consequence, privacy-focused
web browsers introduced further strategies to limit the pre-
cision of available timestamps to protect users’ privacy [11].
However, since KD systems are fundamentally based on the
analysis of timing information, knowledge about the relevance
of timestamp accuracies for their performance is of utmost
importance. This paper is the first to systematically investigate
the relationship between the precision of timing information
and the effectiveness of KD analysis by conducting a series
of experiments, answering the following research questions:

RQ1 How does the security-enhancing browser feature that
moderately limits timestamp accuracy to protect against
side-channel attacks affect KD analysis algorithm perfor-
mance?

RQ2 How does the privacy-enhancing browser feature
resistFingerprinting that substentially limits time-
stamp accuracy affect KD analysis algorithm performance?

RQ3 Can server-based KD tracking strategies undermine
client-based, noise-induced timestamping?

Using two exemplary KD analysis algorithms and associated
datasets, we investigate the impact of limited timestamp accu-
racies induced by security and privacy features of frequently
used web browsers. Conducting a series of comparative exper-
iments, we provide the following contributions: (1) We present
a comprehensive overview of the accuracy of timestamps
available in popular web browsers. (2) We systematically
investigate the impact of limiting timestamp precisions on
the performance metrics of KD-based authentication and clas-
sification systems. (3) We identify serious threats to users’
privacy that can emanate from KD data, which may already
be extensively collected today.

Summarizing our results, we found that:

o The default strategies for limiting timestamp precisions
in web browsers do not have a relevant negative impact
on the performance of the analyzed KD algorithms.

o The analyzed KD algorithms can also deal with severe
limitations in the precision of timestamps.

o The observed robustness allows potentially sensitive in-
formation on typing behavior to be collected without
users’ knowledge and exploited for privacy-invasive pur-
poses even when protection means are in place.
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Our work demonstrates that KD can be used in authentication
systems even with reduced timestamp accuracy. The investi-
gation of a KD algorithm designed for authentication based
on free-text data has shown that a decreasing precision of
timestamps has a particular effect on the False Rejection Rate.
In contrast, the False Acceptance Rate only increases slowly.
This results in the system losing usability rather than security
properties, as legitimate users are more likely to be rejected
than potential attackers can falsely pass through.

However, the observed robustness has severe implications
for user’s privacy, as our results also show that it is possible
to identify users based on their typing behavior even with low-
accuracy data. This reveals a demand for new transparency and
intervention measures for users to become aware and enable
them to self-protect.

II. BACKGROUND

In the following we introduce basic foundations for the two
core topics of this work: Keystroke Dynamics (KD) and the
precision of timing information in web browsers.

A. Keystroke Dynamics

The approach of using typing behavior during users’ inter-
action with a system for authentication purposes has existed
since the 1970s [12]. It is based on the observation that the
way a keyboard is used is not unique to each individual but
differs sufficiently between users within a group to be used as
a behavioral biometric trait [1]. Thus, KD are usually not used
as a primary authentication factor but as an additional factor
for password-based entry-point authentication systems [2] or
continuous authentication systems that are deployed in addi-
tion to an entry-point authentication mechanism [13].

An individual’s typing behavior is characterized by time-
based features. Depending on the implementation of a KD
analysis algorithm, different time intervals are analyzed, such
as intervals between consecutive keystrokes or durations of
a key press (from key-down to key-up) relative to a specific
key [14]. By extracting these features, models can be created
during an enrollment phase representing an individual’s typ-
ing behavior. These models can be compared against typing
samples obtained during the use of an application or logging
in to a service to determine if the observed pattern matches
the behavior represented in the model.

KD are not limited to a specific type of input device, e.g., a
hardware keyboard, but have already been extensively studied
for on-screen keyboards of mobile devices’ touch screens [15].
Here, KD are often combined with other behavioral biometric
data obtained via numerous sensors in smartphones, such as
acceleration sensors [16]. However, the performance of pure
KD analysis algorithms does not differ between the use of
hardware keyboards and on-screen keyboards [17].

Although KD analysis primarily relies on evaluating timing
information, the kind of input typed plays an important role
as well. Research distinguishes between fixed-text and free-
text systems. A fixed-text system is optimized for analyzing
constant inputs like passwords or passphrases and generally

achieves lower error rates due to consistent keystroke com-
binations and features [1, 18]. In contrast, a free-text system
is not limited by the content of the typed text, dynamically
forming extracted features by combinations of key values and
timing information based on the pressed keys [19].

The use of KD for authentication systems is still the subject
of numerous research projects [3]. Suggested systems can be
divided into two use cases: methods analyzing fixed-text inputs
to enhance password-based authentication with an additional
factor [2, 20] and methods for analyzing free-text data to
implement continuous authentication systems that authenticate
a user throughout a session [13].

Beyond its use in authentication systems, KD allow an
observed typing behavior to be assigned to a user in a clas-
sification process [19]. It has been shown that this allows the
implementation of an online tracking mechanism to identify
users or to derive privacy-sensitive information like, e.g., age
and gender [21, 22, 23].

B. Timing Information in Web Browsers

Web browsers offer multiple ways to obtain timing in-
formation with varying degrees of accuracy. These include
JavaScript APIs like the Date.now () function providing
milliseconds elapsed since January 1, 1970, UTC [24] and the
performance.now () function offering a timestamp with
a resolution in the microsecond range [25].

In response to timing side-channel attacks that could
spy on hardware events or browser behavior solely
through a JavaScript program, the precision of the
performance.now () timer was limited by browser ven-
dors [26]. The discovery of Spectre attacks further limited
the precision of timestamps to prevent side-channel attacks
executed via JavaScript [7].

Modifications to the performance.now () function by
different browser manufacturers have continuously changed
over the years and particularly vary between browser fami-
lies [9]. Generally, a two-stage approach is applied to modify
timestamps. First, the resolution gets clamped to a target
precision. Second, a random jitter of the target accuracy
magnitude is applied to prevent obtaining more accurate timing
information through interpolation [9].

In most browsers, the precision of timestamps further de-
pends on the origin of a resource. Through site isolation, cross-
site resources are processed in a separate rendering process,
thus being treated separately from resources originating from
the origin website requested by the user [27]. Since cross-
site resources potentially pose more risk to users’ security and
privacy, they are treated in a non-isolated mode that offers less
precise timing information than resources loaded in isolated
browsing contexts [25].

Besides the modifications used to prevent timing side-
channel attacks, which are enabled by default in all exam-
ined web browsers, the Firefox browser offers an additional
function to prevent fingerprinting attacks [11]. With device
fingerprinting, the analysis of computation times, such as
those of the HTMLS Cryptography API [28], can infer the
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Fig. 1: Schematic structure of the used experimental setup.

used hardware, thus serving as a web tracking tool [10]. The
Tor browser, which is based on the Firefox browser, already
initially restricts the accuracy of timestamps further to 16.667
ms. For the Firefox browser, this function must be activated
via the privacy.resistFingerprinting preference,
currently without a GUI for end users. Additionally, the
target accuracy can be manually selected. Since graphics and
video applications in web browsers depend on sufficiently
accurate timing information, a default value of 16.667 ms was
chosen. This value corresponds to a frame rate of 60 Hz and
thus has no impact on displaying media content, while any
higher precision limit of general timing information results in
drastic limitations on the functionality of web applications that
include media content like videos or animations. [29].

In addition to JavaScript functions such as Date.now ()
and performance.now (), it is also possible to
generate timestamps via indirect methods such as the
SharedArrayBuffer [30]. However, these are not the
subject of the experiments presented here.

III. EXPERIMENTS SETUP

This study investigates the impact of limited timestamp
precisions available in web browsers on the performance of
KD algorithms for classifying and authenticating users. A
comparative analysis is conducted as different web browsers
employ different timestamp modification techniques. We de-
cided to examine the popular web browsers of the Chromium
browser family (Chrome v114, Chromium v116, Edge v114),
Firefox (v114), the Firefox-based Tor Browser (v102), and
Safari (v16). Except for Safari (used on MacOS 12.6.4), all
browsers were used on Windows 10 (22H2).

Our experimental setup allows to playback and repro-
duce keystroke sequences from available open datasets and
record them within the examined web browsers. The recorded
sequences contain the same keystrokes, but the respective
timestamps are modified by the used web browser. To assess
the effects of these modified timestamps on KD analysis
algorithms, the original and the modified sequences are utilized
as input data for the KD analysis algorithms, and the resulting
error rates are compared. Figure 1 outlines all substeps of our
approach described in the following.

@ We used publicly available KD datasets, including fixed-
text and free-text typing samples from multiple users [19, 31].
Each typing sample comprises a series of characters pressed
on a hardware keyboard with corresponding timestamps for
key-down and key-up events'.

I'The dataset from Gunetti and Picardi [19] contains only key-down events.

To simulate user input in real time based on the datasets,
we utilized a custom Rust program to trigger keyboard events
on the operating system using the Rust library enigo [32]%.

© For data collection in web browsers, we integrated
an HTML input tag on a website. After starting the Rust
keystroke simulation, we manually focus on the web page’s
input field in the browsers and thus use the OS keystroke
events to trigger browser keystroke events. We used JavaScript
callback functions for key-down and key-up events to retrieve
a DOMHighResTimeStamp object for each event using the
performance.now () function. The script for capturing
the keystroke events was delivered using a valid HTTPS
connection. To measure differences between isolated and non-
isolated browsing contexts, the script was loaded as either
a same-origin resource (isolated) or from a different domain
(non-isolated). In addition to the different web browsers se-
lected for this study, we also repeated the experiments for
different browser configurations in the case of Firefox’s Resist
Fingerprinting function. After capturing a dataset entirely, we
exported timestamps along with event types (key-down and
key-up) and the corresponding key values.

@ The browser-modified keystroke sequence Sp served as
input for authentication and classification experiments utilizing
KD algorithms. To assess the impact of limited timestamp
precisions resulting from intercepting keystroke events in
web browsers, we examined the performance of the selected
algorithms. Therefore, we compared the resulting error rates
for wrong classifications or incorrect authentication decisions
across different combinations of datasets for the algorithms’
input. This includes comparing the algorithms’ performance
using original (Sp) and modified data (S p) exclusively, as well
as combinations of original and modified data for enrolling and
testing the algorithms.

A. Precision of Playback Instrument

We took care to avoid measurement inaccuracies due to
the imprecise triggering of keystroke events. We, therefore,
compared strategies for delaying program execution and found
a busy loop to be the most precise method of triggering
events in Rust. This loop queries a high-resolution time-
stamp from the operating system (using Rust functions from
std::time: :Instant) on each run to check whether the
predetermined period has elapsed.

To investigate the accuracy of the employed busy-loop
in the Rust-based keystroke playback program, we pro-

2The library was customized before use, as additional delays were noticed
when running it on MacOS.
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Fig. 2: Histograms for keystrokes recorded in web browsers
that were triggered at intervals of 100ms.

grammed the loop to capture a timestamp using the Rust
class std::time: :Instant every 5 ms. In doing so, we
collected 10,000 timestamps and calculated the interval of two
consecutive records. The resulting average time interval was
found to be 5001.6 us (median 5000.0 us, standard deviation
99.6 us), which implies an average error of only <2 us but a
comparable high distribution of outliers.

B. Timing Precision in Web Browsers

To evaluate the overall precision of our experiment setup,
we used the playback program to trigger 1,000 strokes of
a single key in a periodic interval of 100 ms and captured
the key-down events in the web browser examined in both
isolated and non-isolated mode. As expected, the analysis of
the intervals between consecutive key-down events captured
in the web browsers shows a dispersion, as can be seen in
the histograms (see Figure 2, details in Table I). In addition
to the scattering, which can be recognized in both isolated
and non-isolated browsing contexts, an offset arises. Except
for Safari and the Tor browser, the offset is in the range of
[0.10, 0.12] ms, with no systematic difference between isolated
and non-isolated browsing modes. For Safari, we measured an
average offset of 0.15 ms for isolated and 0.74 ms for non-
isolated mode. For the Tor browser, which only supports a non-
isolated browsing mode, the offset averaged 0.41 ms. Since
KD algorithms are primarily based on analyzing differences
in temporal patterns between specific keystroke sequences, a
consistent delay applied to every keystroke is not expected to
have any effect on the performance.

However, the dispersion of the intervals between two con-
secutive key-down events indicates additional distortions due
to the experimental setup. Obviously, the timestamps recorded
in this pre-experiment are already affected by the modifi-
cations employed in the web browsers to mitigate timing
side-channel attacks (see Sec. II-B). To nevertheless conclude
on the precision limitations of our measurement setup, we

first used our recordings to confirm the target resolutions
Riqrget of the web browsers taken from the browser engine’s
documentations [33, 34, 35]. We compared the number of
distinct interval measurements I per web browser and isolation
mode by the number of possible timestamps when considering
the target timestamp resolution R;qp4e¢ taken from the doc-
umentation and the range of divergences max(I) — min([)
of the captured intervals /. For all browsers, the observed
number of distinct timestamps is smaller or equal to the
possible number of timestamps, which allows us to confirm
the effects of the mechanisms used in the browser engines (see
Table I). Knowing the resolution of timestamps taken from
the web browsers further allowed us to interpret the observed
standard deviation. Since there are no systematic differences in
the standard deviation for conditions with a target timestamp
resolution of < 0.02 ms (SD [133, 242] ps), we infer that those
distortions are rather caused by our experiment setup than by
the mechanisms used in the browser engines. For the target
accuracy of 1 ms, as found for the Firefox and Safari browsers
in non-isolated browsing contexts, the standard deviation rises
to 570 us and 406 us, respectively.

Based on these observations, we derive that the signal
chain in the used experimental setup for this study allows
us to conclude on browser-based timestamp manipulations of
> 1 ms. In fact, considering the distortion of timestamps
caused by the used experimental setup does not allow drawing
conclusions on timestamp precision limitations < 100 us
as applied for Chromium-based browsers or for the Firefox
and Safari browsers in isolated browsing contexts. If the
experiments with these conditions were to show effects on
the performance of the KD analysis algorithms, it would not
be possible to differentiate whether these were caused by
the procedures used in the browsers to limit the precision
of timestamps or whether they were due to the distortions
caused by the experimental setup. By conducting comparative
experiments with unmodified data for KD analysis algorithms,
we can assess the influence of our experimental setup. If no
significant effect is observed from the distortions, we conclude
that the web browser procedures are also insignificant.

C. Keystroke Dynamics Algorithms

To investigate the impact of browser-induced timestamp
smearing on algorithms for KD analysis, we selected exem-
plary methods for fixed- and free-text, including open datasets
from the literature. In addition to sufficiently documented
implementations for reproducibility, we gave priority to im-
plementations frequently cited as exemplary candidates in
research work rather than focusing on high performance.

1) Fixed-text: For fixed-text analysis, we selected the
method proposed by Killourhy and Maxion [31]. The algo-
rithm and the corresponding dataset have been widely used as
a benchmark for assessing other KD algorithms [4, 36, 37, 38]
and have also been proposed for novel authentication sys-
tems [2, 39]. The authors have published an implementation in
R and the dataset used for evaluation in their study. The dataset
includes typing samples from 51 individuals who each entered



TABLE I: Results for the analysis of the experiment setup precision. Keystrokes are triggered with an interval of 100 ms.

Intervals recorded in the web browsers

T a b ¢ Standard Number of . .

Web Browser arget accuracy Mean Range deviation® distinct Maxnnur.n Posmble number
Riarget[ms] [ms] [ms] . of distinct values’
g [ms] measurements

Chromium Isolated 0.005 100.11 1.09 0.174 176 218
Chromium Non-isolated 0.1 100.11 1.30 0.200 14 14
Chrome Isolated 0.005 100.12 0.90 0.155 157 181
Chrome Non-isolated 0.1 100.12 0.90 0.133 10 10
Edge Isolated 0.005 100.11 1.07 0.179 175 214
Edge Non-isolated 0.1 100.10 1.10 0.170 12 12
Firefox Isolated 0.02 100.11 1.52 0.242 75 77
Firefox Non-isolate 1.0 100.11 2.00 0.570 3 3
Safari Isolated 0.02 100.15 1.02 0.172 50 52
Safari Non-isolated 1.0 100.74 2.00 0.406 3 3
Tor 16.667 100.41 33.33 9.468 3 3

“According to source codes form Chromium [33], Safari [34], and Firefox [35].

b Average of intervals recorded in the web browsers. “Range of intervals I recorded in the web browsers: max(I) — man(I).

dStandard deviation of intervals I recorded in the web browsers. *Number of distinct measurements of intervals I recorded in the web browsers.
fMaximum number of distinct values considering the range of intervals I recorded and the target accuracy Riarget: ((max(l) — min(I)/Riarget) + 1

the password .tie5Roanl 400 times. The accuracy of the
study environment for collecting the timestamps of keyboard
events is reported as 200 yus.

We translated the R script provided by the researchers
into Python, including anomaly detection algorithms based
on the Euclidean [40], Manhattan [41], and Mahalanobis dis-
tances [41]. We furthermore implemented the Scaled Manhat-
tan distance [42] following the description in the publication,
as it proved to perform best [31].

Our experiment for testing the algorithm’s performance was
carried out as follows. For enrollment, each individual’s first
200 password entries are used as a profile representing their
normal behavior. The remaining 200 entries of the password
are then used to test the system, representing the keystrokes
of a legitimate user. Furthermore, the first 50 entries of each
remaining subject are used to attack a profile. Since the authors
provided the same dataset as used in their study, we were able
to validate our implementations. Reproducing the experiments
yielded the same results.

2) Free-text: For free-text keystroke analysis, we selected
the algorithm presented by Gunetti and Picardi [19]. The
decisive factors were the detailed documentation of the applied
algorithms and the conducted experiments, the differentiation
between classification and authentication tasks, and the uti-
lization of the available dataset and the proposed algorithms
in further studies [4, 43, 44, 45].

In the algorithms for classification and authentication, two
main distance measures are employed: (1) R-distance mea-
sures the rank ordering of time intervals between letter se-
quences to characterize a user’s typing behavior. It compares
typing samples by counting discrepancies in these ranked
intervals. (2) A-distance assesses the absolute times between
keystrokes of letter sequences and compares them across
samples. A ratio is calculated and compared against a threshold
to determine similarity.

The publication’s original dataset was unavailable due to
changes in data protection law. Nevertheless, the authors

could provide us with data from 31 users, each providing
15 Ttalian text samples. The data was collected through a
web application. The subjects providing the text samples
were not given any specific instructions regarding the text’s
content and used their own devices for entering text. The
web browsers used to gather the samples are not known. The
resolution of the collected timestamps is 10 ms [19]. The
dataset was published in 2005, and web browsers introduced
timestamp precision limitations in 2015 [9]. Therefore, we
assume that no additional modifications of timing information
comparable to those included in today’s web browsers hap-
pened at the time of collecting the data. The algorithm allows
the combination of A- and R-distances for multiple lengths
of keystroke sequences (n-graphs). We limit our evaluations
to the combination Rygq+Ass since it performed best with
the unmodified dataset. Special to the selected algorithm is
that it allows for both classification—identifying the closest
user profile—and authentication—confirming that a sample
matches the classified profile close enough, considering that it
could originate from an unknown user. Since the classification
approach allows a typing sample to be assigned to an individ-
ual from a set of users, which corresponds to the use case of
tracking, we use this algorithm to assess users’ privacy risks.

We replicated the experiments from Gunetti and Picardi [19]
with small modifications. In addition to the smaller dataset,
we also used only samples of legitimate users as attackers on
other profiles to test the authentication algorithm. This leads
to fewer simulated attacks than in the original publication,
which could result in better performance results. Our first run
revealed unusually poor results for text samples from three out
of the 31 participants. An examination of the respective data
revealed an inconsistent use of lower- and uppercase letters and
an extensive use of special characters. Excluding those leads
to performance results comparable to those in the original
publication [19]. We have, therefore, refrained from further
optimizing the data’s pre-processing and have excluded the
three datasets in question, resulting in a total size of 28 users.



IV. EXPERIMENTS

Below, we present three experiments carried out to in-
vestigate the impact of limited timestamp precisions on the
performance of KD analysis algorithms. First, we analyze
the influence of default timestamp precision used to mitigate
timing side-channel attacks to answer RQ1. Second, referring
to RQ2, we investigate the effect of the privacy-preserving
Firefox function Resist Fingerprinting (see Sec. IV-B). The
third experiment examines how a server-side collection of
timestamps impacts the performance of a KD classification
algorithm to study privacy implications under RQ3 (see
Sec. IV-C).

A. RQI: Default Browser Settings

1) Experiment Design: We first investigated how web
browsers’ timestamp precision limitations, commonly em-
ployed to mitigate timing side-channel attacks, affect the
performance of the selected algorithms for fixed-text and free-
text analysis. The approach was the same for both algorithms.
The keystroke playback program triggered keystrokes accord-
ing to the respective datasets. Key-down and key-up events
were intercepted in the web browsers, and the timestamps
were recorded using the performance.now () JavaScript
function. For all web browsers (except for the Tor browser),
the script for recording keyboard events was loaded as same
origin for the isolated mode and as a resource from a different
domain for the non-isolated mode. We configured all web
browsers with default settings. A warm-up phase consisting of
eight keystrokes was executed before each input (i.e., before
each passphrase from the fixed-text dataset or before each
of the text samples of a user from the free-text dataset) to
avoid potential impacts from memory allocation or similar.
The simulation execution time was 23 hours for the fixed-text
dataset, consisting of 400 password entries each from 51 users,
and 40 hours for the free-text dataset, comprising 15 typing
samples each from 28 users.

2) Results: We used data collected in the experiments
as input for the KD algorithms presented in Sec. III-C.
We utilized different combinations of original and modified
datasets to enroll keystroke profiles and test the authentication
and classification performance. These include using original
data for enrollment and modified data for testing (Orig-Mod),
modified data for enrollment and original data for testing
(Mod-Orig), and modified data for enrollment and testing
(Mod-Mod).

a) Fixed-text: Following the work of Killourhy and Max-
ion [31], we report the average Equal Error Rates (EER),
which is the operation point of the algorithm where the error
rates for false positive and false negative decisions are equal
(see Table II). Overall, no systematic effect of the limited
timestamp precision from the web browsers can be identified
for any of the analyzed combinations of enrollment and test
data. Furthermore, comparing the EER achieved with the
original data allows us to conclude that the distortion of the
timestamps caused by the experimental setup used has no
influence on the fixed-text experiments.

Differentiating between the various distances used in the
algorithm indicates that the Mahalanobis distance is more
sensitive to timestamp inaccuracies than the others. Although
the results for the Tor browser show a slight increase in EER
for the Manhattan Scaled distance for the combinations Mod-
Mod and Orig-Mod, we cannot derive a systematic effect from
these individual observations due to the minor deviations.

b) Free-text: Similar to the fixed-text experiment, we dif-
ferentiated between original and modified data combinations
for enrollment and testing. Furthermore, we divided the eval-
uation into results for authentication and classification based
on text samples. Following the reporting of results by Gunetti
and Picardi [19], we report the False Acceptance Rate (FAR)
and the False Rejection Rate (FRR) for authentication, and the
Misclassification Rate (McR) for the classification experiment.

Except for timestamps recorded with the Tor browser and
used for both enrollment and testing, we observed no increase
of error rates (see Table III). Instead, the distortion of times-
tamps by the experimental environment apparently led to a
slight improvement in error rates. However, due to the very
small deviations, we do not consider this observation to be
relevant in practice.

Answering RQ1, we found that default timestamp modi-
fications for timing side-channel attack mitigation have no
significant impact on the performance of the investigated
fixed-text and free-text KD analysis algorithms.

B. RQ2: Fingerprinting Mitigation

In a second experiment, we investigated the -effects
of the Firefox browser’s privacy-enhancing anti-tracking
function Resist Fingerprinting (RFP). Unlike the mea-
sures against timing side-channel attacks previously ex-
amined, at the time of conducting the experiments, the
RFP function needs to be explicitly enabled using the set-
ting privacy.resistFingerprinting in the browser’s
about:config preferences. Initially, enabling it limits the pre-
cision of timestamps to 16.667 ms, corresponding to the
default settings of the Tor browser. However, this value can
be adjusted using a preference attribute®, which was utilized
for the experiment described below.

1) Experiment Design: To examine the impact of different
configurations of the RFP function, we largely replicated the
protocol described in Sec. IV-A. Differences arose due to the
limitation of the investigation of the Firefox browser only and
the variability of the target precision of timestamps. In addition
to the initial setting of 16.667 ms, configurations with intervals
of 20 ms ranging from 20 ms to 200 ms were explored.
The experiments were conducted entirely for each of the 11
settings, resulting in 22 simulation runs (i.e., 11 runs for the
free-text dataset and 11 runs for the fixed-text dataset).

2) Results: Similar to the preceding experiment, we utilized
different combinations of modified data and original data for
enrollment and testing across various RFP settings.

3privacy.resistFingerprinting.reduce TimerPrecision. microseconds



TABLE II: Average Equal Error Rates (%) of fixed-text keystroke dynamics analysis with timestamp precisions limited by web
browsers with default settings. Performance with original data only: Euc: 17%, Man: 15%, ManS: 10%, Mah: 11%.

Mod - Mod Mod - Orig Orig - Mod
Euc Man ManS Mah Euc Man ManS Mah Euc Man ManS Mah
Chromium 1 17 15 10 12 17 15 10 09 17 15 10 11
NI 17 15 10 11 17 15 10 11 17 15 10 11
Chrome 1 17 15 10 11 17 15 10 09 17 15 10 11
NI 17 15 10 11 17 15 10 11 17 15 10 11
Edge 1 17 15 10 12 17 15 10 09 17 15 10 11
NI 17 15 10 12 17 15 10 09 17 15 10 11
Firefox 1 17 15 10 12 17 15 10 09 17 15 10 11
NI 17 15 10 11 17 15 10 11 17 15 10 11
Safari 1 17 15 10 12 17 15 10 09 17 15 10 11
NI 17 15 10 11 17 15 10 11 17 15 10 11
Tor NI 17 15 11 13 17 15 10 08 17 16 11 14

Mod - Mod: Modified data for enrollment and testing. Mod-Orig: Modified data for enrollment, original data for testing.
Orig-Mod: Original data for enrollment, modified data for testing. Euc: Euclidean, Man: Manhattan, ManS: Manhattan Scaled, Mah: Mahalanobis

I: Isolated browsing mode, NI: Non-isolated brosing mode

TABLE III: Error rates of free-text keystroke dynamics analysis with timestamps precisions limited by web browsers with
default settings. Results with original data only: Misclassification Rate 2.96%, False Rejection Rate: 7.14%.

Misclassification Rate [%]

False Rejection Rate [%] False Accaptance Rate [%]

Mod-Mod Mod-Orig Orig-Mod Mod-Mod Mod-Orig Orig-Mod Mod-Mod Mod-Orig  Orig-Mod
Chromium 1 222 222 2.47 6.19 5.95 5.24 0.00 0.00 0.00
NI 2.47 2.47 2.47 6.43 5.71 5.24 0.00 0.00 0.00
Chrome I 2.22 222 2.47 571 5.71 5.24 0.00 0.00 0.00
NI 222 222 2.47 6.43 5.71 5.24 0.00 0.00 0.00
Edge 1 222 222 2.47 5.95 5.71 5.00 0.00 0.00 0.00
NI 2.22 222 2.47 6.43 5.71 5.48 0.00 0.00 0.00
Firefox 2.47 2.47 2.47 6.19 5.71 5.00 0.00 0.00 0.00
NI 222 222 2.72 6.43 6.67 6.20 0.00 0.00 0.01
Safari 1 222 222 2.47 6.19 5.71 5.00 0.00 0.00 0.00
NI 222 222 2.47 6.43 6.67 5.95 0.00 0.00 0.00
Tor NI 321 2.47 2.22 7.38 4.52 5.48 0.00 0.00 0.00

Mod - Mod: Modified data for enrollment and testing. Mod-Orig: modified data for enrollment, original data for testing.
Orig-Mod: original data for enrollment, modified data for testing. I: Isolated browsing mode, NI: Non-isolated browsing mode

a) Fixed-text: We found that for fixed-text analysis, the
combination of original data for enrollment and RFP-modified
data for testing results in a drastic increase of average EER for
the Mahalanobis and the Manhattan Scaled distance with EER
of 91% and 77% respectively for RFP at 200 ms (see Figure 3,
details in Appendix Table V). Using the same combination of
datasets, the Euclidean and Manhattan distances were shown
to be more robust, resulting in a maximum EER of 33% and
46%. If the RFP-modified data is also used for enrollment, the
EER of different distances behaves more similarly. Enrolling
the keystroke profiles with RFP-manipulated data and testing
the algorithm with unmodified original data results in a slight
performance increase, even for RFP at 200 ms. We deduce
from this that the variances of the timestamps resulting from
the manipulation experiments are still smaller than the variance
required to differentiate individuals based on typing behavior.

b) Free-text: Similar to the fixed-text experiment, the
performance of the free-text-based authentication algorithm for
higher RFP settings depends on the combination of enrollment
and testing data and shows the most negative impact when
enrolling the profiles with original data (see Figure 4a). If the
enrollment is done with RFP-modified data, the FRR rises to
32% if tested with RFP-modified data and 17% when tested

with unmodified data. Notably, while the FRR rises, the FAR,
which is the rate at which the system mistakenly classifies
an attacker as a legitimate user, remains below 0.3% in all
cases (see Appendix, Table VI). This is due to the algorithm’s
additional verification step during the authentication process,
checking whether the resulting distance measures fall within
the magnitude of distance measures stored in the profile.

Using only RFP-manipulated data, the McR for the free-
text classification algorithm rises up to 24% (see Figure 4b).
Enrolling with original data does not significantly reduce per-
formance. Error rates for both authentication and classification
typically increase with RFP settings above 20 ms.

For RQ2, we discovered that reducing timestamp precision
via Firefox’s RFP function significantly hinders authentica-
tion algorithm performance when manipulated timestamps
are used for testing but not during keystroke profile en-
rollment. Using RFP-modified data only, the EER for the
fixed-text algorithm only decreases by up to 10% while the
FRR of the free-text algorithm increases by 25%, both if
timestamp precision is limited to 200 ms. Since the impact on
the FAR for free-text experiments is minimal, the security of
an authentication system would not be significantly affected.
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C. RQ3: Remote Capturing of Keystroke Events

The moderate increase in misclassification rates for times-
tamps modified by the Resist Fingerprinting feature for the
classification task raises questions on protecting user’s privacy
considering the use of KD for user tracking [23]. A possible
countermeasure could be extended functions of web browsers
that either search for suspicious tracking scripts using static
analyses or allow the use of precise timestamps to be con-
trolled via user approval [9]. However, client-based solutions

would only make sense if tracking entities would have no
other way to gain sufficiently precise KD data. We, therefore,
performed a follow-up experiment to investigate the feasibility
of obtaining timestamps for KD remotely on a server.

1) Experiment Design: Contrary to the previous exper-
iments, instead of using the key-down JavaScript callback
to capture a timestamp, we send the value of the pressed
key to a server using either WebSocket messages or HTTP
requests. Once the value arrives on the server, a timestamp is
obtained and stored. The approach to play back the keystrokes
is the same as in the previous experiments. Given our primary
focus on privacy implications, we have narrowed the scope of
this experiment to the classification algorithm and the free-
text dataset from Gunetti and Picardi [19]. The classification
approach is of significant interest as it could be used to
implement a user-tracking mechanism based on KD, thereby
highlighting the crucial privacy implications.

Our experiment involved two settings: data transmission
via WebSocket messages and HTTP. Each setting was further
diversified by using two server locations. The client com-
puter, situated in Germany for both conditions, interacted with
servers located in Germany and the US (AWS region North
America). To ensure consistency, we used a Chromium web
browser with default configuration, secured all transmissions
with TLS, and loaded the JavaScript to catch the key-down
events as an isolated resource. We deployed a Rust program
on the server to receive WebSocket and HTTP messages and
to obtain a timestamp using the std::time::instant
class. For each of the four transmission protocol and server
location combinations, we replayed the complete free-text data
set consisting of 15 text samples from 28 users.

2) Results: We measured round trip times (RTT) to infer
the connection quality in parallel with replaying and trans-
mitting the keystrokes. For experiments involving WebSocket
connections, ping messages were sent every 4 seconds. In ex-
periments with HTTP transmission, the RTT was documented



TABLE IV: Results of the classification experiment with free-
text data and timestamps recorded on a web server after
character-wise transmission of key-down events. The client is
located in Germany. The misclassification rate with unmodi-
fied timestamps is 2.86 %.

Server Transport ~ RTT [ms] Misclassification
location Protocol ~ Mean  SD Rate [%)]
Germany HTTPS 23 6 2.38
Germany WSS 19 5 2.14

USA HTTPS 168 58 2.14

USA WSS 158 16 2.14

using corresponding HTTP requests every 2 seconds.
Following our previous results, the standard deviation of
RTTs < 58 ms already indicates that even a transmission of
single characters using HTTP messages to a server located on
a different continent does not affect the precision of a server-
sided gained timestamp used for classifying users based on
their KD (see Table IV). Instead, a slight improvement from
2.86% to as low as 2.14% was observed. This is consistent
with previous findings, wherein minor modifications led to bet-
ter performance metrics. Additionally, it is important to note
that in this experiment, the distortions of original timestamps
do not occur systematically but depend on the quality of the
connection at the moment of data transmission.
Answering RQ3, our investigation revealed that timestamps
acquired on a server following the character-wise transmis-
sion of user keystrokes over the Internet still enable the
classification of users based on their KD without adversely
affecting the algorithm’s performance. Consequently, we
assert that constraining timestamp precision in web browsers
is inadequate for safeguarding users’ privacy with regard to
online tracking predicated on KD.

V. DISCUSSION

Conducting multiple experiments, we investigated how lim-
ited timestamp precisions caused by timing side-channel attack
prevention and device fingerprinting mitigation strategies of
web browsers affect the performance of KD analysis algo-
rithms. We demonstrate that modifications of timestamps in
the range of <1 ms, as used for timing side-channel attack
mitigation, do not negatively impact the error rates of the
algorithms studied. With more significant modifications, i.e.,
limiting the precision of timestamps up to 200 ms, the inves-
tigated algorithms show surprisingly robust responses under
certain conditions. We found that for authentication purposes,
error rates only rise drastically when a KD profile is enrolled
with more precise data than is used later for authentication.
Practically, this implies that limitations in the functionality
of KD systems are particularly to be expected when the
resolution of available timestamps decreases while existing
reference profiles are still created with higher resolution timing
information. This is only to be expected in special cases,
such as when a web browser update introduces a significant

limitation of timestamp precision or a user switches between
web browsers with very different timestamp accuracies.

Our experiments further reveal that when data with limited
precision is already used for profile enrollment, the algorithms
still perform adequately with lower-detailed temporal informa-
tion. Impacts on performance metrics were observed starting
with timestamp precisions between 20 ms and 40 ms. We
conclude that the temporal variance that characterizes users’
typing behavior is >20 ms and, in parts, even >200 ms, which
is why manipulating the time information in this area has
only a limited influence on the performance of the tested KD
algorithms. Since this is solely due to the nature of human
typing behavior, we suspect the robustness to be evident in
other KD algorithms not tested in this work, too.

Our results indicate that KD-based authentication systems
are robust against limited timestamp precisions, which implies
serious threats to users’ privacy. Our experiments with the free-
text-based KD classification algorithm reveal that keystroke
samples can be assigned to individuals even with low precise
timestamps. We further demonstrate that timestamps obtained
on a server after character-wise transmission of key-down
events—even by using a single HTTP request per keystroke
and long transmission routes—do not decrease the perfor-
mance of the classification algorithm examined at all.

Considering that it has already been demonstrated that
personal data such as age or gender can be derived from
KD [21], as well as its suitability as a feature for online
tracking [23], this finding emphasizes the serious implications
for the privacy of users. Since such a tracking system would
not rely on executing code in users’ web browsers to obtain
precise timestamps, such an approach could virtually not
be prevented nor detected. Furthermore, the character-wise
transmission of keystrokes is not uncommon, particularly in
search fields offering suggestions through a search-as-you-
type feature, where user inputs are immediately sent character
by character to a dedicated service [46]. Thus, typing profile
data for enrollment could already be gathered without user
awareness, whether intentionally or unintentionally, such as
through log files recording search function requests.

This easy accessibility of KD data thus already poses a
privacy risk for users. Furthermore, utilizing KD in authen-
tication systems poses security risks, as concealed collected
KD data can compromise KD-based authentication systems
through impersonation attacks [47].

Our study suggests that existing strategies for mitigating
device fingerprinting attacks are ineffective in preventing user
fingerprinting based on KD. Reducing the precision of times-
tamps obtained via web browser APIs does not suffice, as our
findings demonstrate that server-side capture of KD, without
reliance on client-side timestamps, is feasible. To counter such
remote KD capture, interventions should involve direct modi-
fication of keystroke event handling, as opposed to reliance on
timestamp retrieval APIs. However, such implementation can
be problematic, as manipulating events could impact the user
interface, negatively affecting usability. Subsequent research
could explore more active keystroke obfuscating strategies, in



which web browsers simulate synthetic typing behavior and
thus limit the number of individual strokes.

Despite robustness against timestamp modifications, our
results indicate that using KD-based authentication systems
is not advisable due to the impossibility of maintaining typing
profiles confidentiality with today’s web browsers.

VI. RELATED WORK

The following summarises work closely related to our
experiments. Foundations about the application areas of KD
and web browser timers are located in Sec. II.

To our knowledge, the impact of browser-induced time-
stamp modifications on KD analysis algorithms for both
authentication and classification purposes has not previously
been studied. However, previous work has analyzed isolated
subareas of this complex. Rokicki et al. [9] surveyed the
evolution of timer precisions in JavaScript in the context
of microarchitectural side-channel attacks. They investigated
the mechanisms applied to reduce timer precision in Firefox
and Chrome browsers, their evolution over time, and their
implications for timing side-channel attacks. Our work updates
the information on the accuracy of the available timing infor-
mation and extends it by analyzing additional web browsers.

The impact of manipulated timing information on KD has
been studied in the context of anonymization approaches to
prevent the identification of subjects in open KD datasets and
impersonation attacks. Leinonen et al. [48] proposed rounding
and bucketing timestamps for KD from an online programming
class. They conclude that rounding to the nearest 500 ms or
bucketing timestamps to even-sized 300 ms buckets results in
the best anonymization when using a KD analysis algorithm
that is based on digraphs only. Monaco and Tappert [49]
investigated obfuscation strategies based on delaying keystroke
events and tested their mechanisms with different fixed- and
free-text datasets. They conclude that a 25 ms delay reduces
the identification accuracy by 20%, while 500 ms is required
to half the accuracy.

In contrast to previous studies on obfuscating KD, our
work considers the differentiation of authentication and clas-
sification tasks. Furthermore, the KD algorithms selected for
this work generally perform better and seem more robust
than the classifiers used in related work. Facing the potential
privacy risks arising from the misuse of KD, further enhancing
obfuscation strategies is required.

VII. LIMITATIONS

This study faces several limitations related to its experi-
mental setup, as detailed in Sec. III. The primary issue is the
limited precision due to additional distortions through event
handling between the keystroke playback program and the web
browsers. In fact, the setup used does not allow us to conclude
about the limitations of timestamp precisions as used in web
browsers offering an isolated browsing context. However, since
we did not find an impact on the performance of the examined
KD analysis algorithms, even with bigger timestamp manip-
ulations as caused by our experiment setup (see Sec. IV-A),

we conclude that the precision of the environment used is
sufficient for the experiments conducted in this study.

Our experiments are limited to two KD algorithms and
their datasets. Therefore, the absolute measurement results
can not be generalized. However, given that our results show
that the default manipulations in web browsers result in less
temporal variance than needed to attribute typing behavior
to a user, we do not expect the basic performance of other
algorithms to provide further insights into the influence of
modified timestamps. Since the selected free-text algorithm did
not show any performance loss in the experiment with server-
side generated typing profiles, our answer to research question
RQ3 would remain the same even with more or less robust
additional KD algorithms. The limited number of subjects
included in the datasets prevents broader generalizations to
larger systems. However, scalability is a fundamental issue of
KD algorithms, which we do not consider in this paper because
performance changes could then no longer be attributed solely
to the accuracy of the timing information used.

Finally, the target precisions for timestamps used in web
browsers have changed in the last years [9]. Our observations
can only be related to the browser versions used, as it is to be
expected that other precision limits will be used in response
to new security and privacy vulnerabilities.

VIII. CONCLUSION AND OUTLOOK

In this study, we conducted three experiments to explore the
impact of limited timestamp precisions on the performance
of KD analysis algorithms utilized for user authentication
and classification. Our findings indicate that the current se-
curity and privacy measures implemented in web browsers,
which restrict the precision of timestamps available through
JavaScript APIs, do not adversely affect the performance of the
KD analysis algorithms under investigation. Furthermore, we
observed that more stringent limitations on timestamps within
web browsers are ineffective in safeguarding users’ privacy
from potential invasions by KD-based tracking systems, as
server-side retrieval of sufficiently precise KD data can by-
pass the timestamp modifications implemented in current web
browsers. Our results emphasize the need for future research to
concentrate on developing more robust strategies for obscuring
KD in web browsers and to evaluate the current extent of KD
data collection, which may already facilitate the creation of
typing profiles during online service usage.
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