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Abstract—Human factors are central to an organization’s
information security. Information Security Awareness (ISA)
is a key construct in behavioral and organizational models
explaining employees’ security compliance. However, existing
ISA measures often lack theoretical grounding, psychometric
rigor, and organizational relevance, or are too lengthy and
complex for practical application. These shortcomings hinder
empirical testing of behavioral models and the integration of
ISA as a variable in organizational research.

This paper introduces the Lightweight Information Secu-
rity Awareness (LISA) scale—the first theory-based, psycho-
metrically validated, and cross-language scale for efficiently
assessing ISA in heterogeneous organizational contexts, bal-
ancing measurement precision with practical feasibility. Vali-
dation involved 1,182 participants from survey panels and 579
employees of a large German university hospital, representing
a heterogeneous workforce. LISA demonstrates high internal
consistency, measurement invariance across English and Ger-
man, and strong construct and ecological validity.

By correlating LISA with 11 enablers and barriers of
organizational information security and differentiating it by a
heterogeneous workforce in a hospital context, we demonstrate
its ability to support both scientific investigations and prac-
tical assessments. LISA provides a quick, reliable, valid, and
practical solution for measuring organizational ISA, ultimately
offering researchers and practitioners without psychometric
expertise a validated tool that is applicable in both behavioral
models and everyday organizational environments.

1. Introduction

Information Security Awareness (ISA) is widely rec-
ognized as a fundamental element of organizational infor-
mation security [1], [2], [3], [4]. ISA captures employees’
security-related knowledge, attitudes, and behaviors [2], [5].
Recent regulatory developments, such as the EU NIS2 Di-
rective [6], emphasize the need for organizations to imple-
ment measures to strengthen information security awareness.
Within human-factor research on organizational security,

ISA is frequently employed as a theoretical construct or
empirical variable and is consistently associated with in-
dividuals’ security behaviors and policy compliance across
sectors [7], [8], [9]. Reliable ISA measurement is essential
for informing organizational decision-making, evaluating
compliance readiness, and guiding targeted awareness inter-
ventions. Surveys remain the dominant method for assessing
ISA in organizations. However, researchers and practitioners
encounter persistent challenges regarding the availability of
reliable and valid ISA measurement instruments. Existing
instruments have several limitations that hinder their ap-
plicability across industries, job roles, and organizational
contexts, thereby complicating efforts to assess ISA reliably,
validly, and efficiently. First, many focus narrowly on IT-
or cybersecurity-specific behaviors (e.g., password prac-
tices, software updates) and thereby fail to capture broader,
domain-general aspects of information protection that are
relevant across diverse organizational settings. For example,
many sectors of critical infrastructure, including healthcare,
public administration, social services, transportation, critical
infrastructures, and laboratory or diagnostic environments,
are highly heterogeneous. In these contexts, information
handling extends far beyond digital systems to encompass
communication, documentation, coordination, and decision-
making processes embedded in daily workflows. Second,
most instruments are available only in English, restricting
their applicability in non-English-speaking contexts where
organizations require linguistically adapted measures. Third,
many instruments are extremely long, creating a consid-
erable response burden and reducing their practicality in
real-world use. Finally, several lack adequate psychometric
evidence, including reliability, structural validity, and crite-
rion validity, which limits confidence in the accuracy and
interpretability of the resulting scores.

We address these limitations by introducing the
Lightweight Information Security Awareness (LISA) scale,
a compact, psychometrically validated instrument for
theory-based, multilingual ISA assessment that extends
beyond purely technical cybersecurity behaviors. LISA
provides a robust yet efficient measure that is brief enough
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for integration into organizational surveys and practical
for use as a control variable in empirical research. In
developing LISA, we pursued the following objectives:

O1: Develop a theory-based, concise, psychomet-
rically sound, multilingual, minimal-effort instrument
to measure information security awareness in
organizational contexts. To address this objective,
we created and validated the Lightweight Information
Security Awareness (LISA) scale. We first generated and
refined items through expert interviews and focus groups
(n = 18), followed by expert evaluation (n = 11). A
subsequent web-based access panel survey (n = 1,182)
was conducted in English and German with working
adults from the UK and the DACH region. The final
21-item LISA scale includes three individually assessable
seven-item subdimensions—knowledge, attitude, and
behavior—and shows strong psychometric performance,
including convergent, discriminant, and nomological
validity, high internal consistency, and good model fit.
Evidence of measurement invariance additionally supports
its applicability across languages.

O2: Validate the practicality of the LISA scale under
real-world operational constraints in a heterogeneous or-
ganizational context. LISA was deployed in a large German
university hospital (n = 571) to evaluate its performance
under time-critical operational conditions. The scale demon-
strated clear ecological validity, as its factorial structure and
internal consistency closely matched the initial validation
results. The average completion time was 2.76 minutes, with
each subdimension requiring approximately 1 minute.

LISA reliably differentiates between staff groups (n =
579) and demonstrates criterion validity through expected
correlations with established constructs. Additionally,
simple sum scores correlate strongly with the corresponding
factor scores, which enables practical score calculation
without advanced statistical methods and ensures accessible
applicability for researchers and practitioners.

Our paper makes the following contributions:

C1 Domain-General ISA Instrument: We introduce
LISA, the first concise and psychometrically validated
instrument specifically designed to measure information
security awareness reliably, validly, and efficiently. LISA
captures the core dimensions of knowledge, attitude, and
behavior while maintaining a strong theoretical foundation
and minimal completion time.

C2 Cross-Lingual Measurement Invariance: We
demonstrate configural, metric, and scalar invariance of
LISA across English- and German-speaking samples. This
establishes its applicability in multilingual organizational
environments, including the DACH region with roughly
100 million inhabitants, and enables reliable cross-national
and cross-context comparisons.

C3 Tool for Research and Organizational Diagnos-
tics: LISA provides a validated basis for both academic
research and applied organizational diagnostics. It supports
theory-driven ISA studies, role-specific assessments, and
the development of targeted awareness interventions across
diverse job profiles and organizational settings.

2. Background

2.1. Information Security Awareness

Information Security Awareness (ISA) is widely recog-
nized as a critical component of organizational information
security [2], [5]. ISA in organizations has been defined
as “the degree or extent to which every member of staff
understands the importance of information security, the
levels of information security appropriate to the organi-
sation, their individual security responsibilities, and acts
accordingly” [10]. Researchers have conceptualized ISA in
three more or less interrelated ways: First, ISA as a state of
security-relevant behavior [10]. Second, ISA as a cognitive
mental state, encompassing general and specific knowledge
as well as an understanding of security issues and their
potential consequences [11]. Third, ISA as a continuous
process aimed at cultivating this mental state, which seeks
to influence individuals’ perceptions, values, attitudes, be-
havior, norms, work habits, and organizational culture and
structures in relation to secure information practices [3].

In this work, we adopt a working definition of ISA as
a cognitive and behavioral state, distinguishing it from the
continuous process, such as the implementation of policies,
technologies, procedures, and training initiatives that pre-
cede and aim to develop this state. By positioning knowl-
edge, personal accountability, and behavior at the core of
the construct, our definition enables its use as a measurable
construct in behavioral security research and allows for the
evaluation of organizational efforts aimed at cultivating a
cognitive and behavioral state.

A related but distinct construct in human-centered in-
formation security literature is information security culture.
Unlike ISA, it is grounded in organizational culture the-
ory, particularly Schein’s three-layer model of underlying
assumptions, values, norms, and observable artifacts [12],
which has been extended to information security con-
texts [13], [14]. Information security culture reflects shared
norms and values at the collective level, whereas ISA cap-
tures individual-level knowledge, attitudes, and behaviors.
Although the two constructs influence each other, they re-
main conceptually distinct. Information security culture is
not further considered within the scope of this paper.

2.2. Knowledge-Attitude-Behavior Model

Given our conceptualization of ISA, the Knowl-
edge–Attitude–Behavior (KAB) model offers a suitable the-
oretical foundation. Originally developed in domains such
as health promotion [15], [16], [17] and environmental



education [18], [19], [20], [21], it has been increasingly
applied to ISA [10], [22], [23]. The KAB model con-
ceptualizes behavior as shaped by the interaction between
knowledge and attitudes. Although empirical studies show
that these relationships are not strictly linear or determinis-
tic [24], the framework remains theoretically coherent and
widely accepted. The KAB model is well-suited for ISA
research as long as its constructs are clearly defined, prop-
erly operationalized, and meaningfully linked to relevant
variables [23]. It provides a structured basis for examining
ISA, designing ISA interventions, and assessing cognitive
and behavioral states [23], [25].

Within ISA, the KAB model provides a simplified ap-
proach to understanding how individuals internalize and
respond to security-related expectations. Knowledge refers
to an individual’s understanding of relevant information
security policies and procedures [23], [25]. Attitude is de-
fined as an evaluative disposition to respond favorably or
unfavorably [26] to those policies and procedures. Behavior
reflects the extent to which individuals actually comply with
established security guidelines. The relationship between
knowledge, attitude, and behavior is conceptualized as a
sequential process, in which the influence of knowledge on
behavior is partially mediated by attitude [23].

The dimensions of knowledge, attitude, and behavior
related to information security are central to most psycho-
metric operationalizations of ISA [27] and align with the
broader conceptual understanding of information security
awareness [10], [11]. This alignment provides a robust the-
oretical anchor for the development of LISA, ensuring its
conceptualization is grounded in established ISA scholarship
and enabling systematic evaluation of related research.

2.3. Psychometrics

Psychometrics is concerned with the development, val-
idation, and evaluation of measurement instruments de-
signed to assess psychological concepts, referred to as
constructs [28], [29]. Constructs are abstract, theoretical
ideas that cannot be directly observed but are inferred
through measurable indicators. The process of operational-
izing a construct involves defining its dimensions and gen-
erating items (e.g., survey questions or tasks) that reflect
those dimensions. Many constructs consist of multiple sub-
constructs, i.e., distinct but related dimensions that together
capture the complexity of the overarching concept. These
sub-constructs are often informed by theoretical models or
identified through empirical methods such as exploratory
factor analysis (EFA) or confirmatory factor analysis (CFA),
which reveal or support latent structures by clustering items
into coherent factors [30], [31]. A psychometric instrument’s
validity, i.e., the extent to which it measures what it in-
tends to measure, is typically established through content,
criterion, and construct validation methods. Reliability, on
the other hand, assesses the consistency and stability of the
measurements across time or contexts [29]. A psychometric
scale with robust properties must be both reliable and valid
[32], [33], achieved through a rigorous development process

that includes three phases: item development (e.g. item
generation and content validation), scale development (e.g.
pre-testing, survey administration, factor extraction and item
reduction), and scale evaluation (e.g. tests of reliability and
validity) [29]. In this work, we introduce LISA, a scale
designed in accordance with these rigorous guidelines to
produce a psychometrically sound measure of information
security awareness.

3. Related Work

Research on information security awareness (ISA) mea-
surement spans multiple domains within security and
human-centered computing. Rather than providing an ex-
haustive survey, we focus on a representative subset of
established instruments, drawing on the systematic review
by Rohan et al. [27] and related human-centered security
literature. We include scales that (i) were introduced as
primary research contributions rather than artifacts (e.g.,
[44]), (ii) target generalizable contexts rather than narrowly
scoped domains such as mobile-only settings [45] or specific
professional groups [46], and (iii) operationalize ISA rather
than adjacent constructs such as security culture [47]. The
resulting set of instruments (Tab. 1) serves as the basis for
the following synthesis.

Scope and Contextual Limitations. Existing ISA
instruments predominantly focus on cybersecurity, devices,
and online security, addressing IT-centric topics such as
password practices, email, internet and social media use,
mobile device security [25], [37], [41], mobile phone secu-
rity [40], cybersecurity perceptions across technical domains
[35], [44], end-user security attitudes and deviant behavior
in IT systems [38], and secure computer use more generally
[43]. While these studies provide robust approaches for mea-
suring ISA in technology-mediated environments, broader
aspects of information security, such as offline information
handling, physical document practices, and organizational
safeguards, remain underrepresented. Instruments such as
the HAIS-Q [25] and HAIS-SDT [41] extend coverage
beyond purely digital behaviors, but they were validated in
administrative, university, financial, and office-based con-
texts [23], [25], making them less applicable to non-desk-
bound and non-computer-focused organizations and jobs.

In addition, many instruments are designed for private
end-user contexts or narrowly defined cybersecurity set-
tings [35], [36], [37], [38], [40], which may limit their
applicability in organizational environments. The extent to
which knowledge, attitudes, and behaviors (KAB) are ex-
plicitly and systematically operationalized also varies signif-
icantly across scales, with many focusing on only a single
dimension (knowledge only [39], attitudes only [38],
behavior only [34], [35], [36], [37], [42]) or two dimen-
sions [40], [44], indicating variability and limitations in
theoretical grounding. Taken together, this focus constrains
the ability of existing instruments to capture ISA in het-
erogeneous organizations and organizations where security-
relevant practices extend beyond individual interaction with
digital systems. LISA addresses this limitation by adopting a



TABLE 1. COMPARISON LISA WITH COMMON SCALES TO ASSESS INFORMATION SECURITY AWARENESS.

Ref. Scale ISA-Scope Application
Context

KAB
Coverage

#
Items

Language
Invariance

Psychometric Quality

Reliability & Validity Overall

* LISA Information
Security

Organizational K, A, B 21 yes Reliability, CFA, convergent, discriminant,
nomological, criterion, known-groups

[25] HAIS-Q Information
Security

Organizational K, A, B 63 no Test–retest reliability, PCA, convergent, criterion,
known-groups

[34] Misuse &
Carelessness
Scales

Computer &
Mobile Security

Organizational B 7 no Reliability, EFA/CFA, convergent, discriminant,
nomological

[35] CS-S Cybersecurity Personal B 25 no Reliability, EFA/CFA, convergent, discriminant,
known-groups

[36] SeBIS Device &
Online Security

Personal B 16 no Reliability, EFA/CFA, discriminant, nomological

[37] ESBS Device &
Online Security

Personal B 20 no Reliability, EFA/CFA, criterion, nomological

[38] SA-6 Online Security Personal A 6 no Reliability, EFA/CFA, convergent, discriminant,
nomological, known-groups

[39] CAIN Cybersecurity Organizational K 30 no Reliability, known-groups, criterion
[40] MISAS Mobile Device

Security
Personal K, B 17 no Reliability, EFA/CFA

[41] HAIS-SDT Information
Security

Organizational K, A, B 63 no Reliability, EFA factors only (no detailed metrics)

[42] CSEC Online Security Organizational B 7 no No reliability, limited construct checks
[43] SISA Computer

Security
Organizational K, A, B 3 no No psychometric properties

[44] 4-Measurement
Scales

Online Security
& Privacy

Organizational A, B 89 no No psychometric properties

Note: The Overall-column is a visual summary of the “Reliability & Validity” column, indicating Low quality: No psychometric assessment or
only minimal evidence. Moderate quality: Some psychometric assessment (e.g., reliability, EFA) but lacking full psychometric rigor. High quality:
Comprehensive psychometric assessment including reliability, EFA/CFA, and multiple validity types (e.g., convergent, discriminant, nomological, or known-
groups differences). K, A, B = Knowledge, Attitude, Behavior; HAIS-Q = Human Aspects of Information Security Questionnaire, HAIS-SDT = Human
Aspects of Information Security based on Self-Determination Theory, CSEC = Cybersecurity Questionnaire, SISA = Simplified Information Security
Awareness Scale, CAIN = Cybersecurity Awareness Inventory Scale, SeBIS = Security Behavior Intentions Scale, ESBS = Extended Security Behavior
Scale, MISAS = Mobile Information Security Awareness Scale, SA-6 = Security Attitudes Scale.

broader conceptualization of ISA that explicitly incorporates
both digital and non-digital practices, is grounded in a
consistent KAB framework, and is designed for applicability
across diverse organizational contexts.

Trade-offs Between Scope, Length, and Psy-
chometric Quality. Prior ISA instruments exhibit inher-
ent trade-offs between construct coverage, administration
length, and psychometric rigor. Comprehensive instruments
such as the HAIS-Q [25] and HAIS-SDT [41] cover a broad
range of ISA aspects with full KAB coverage, but their
extensive length (63+ items) limits suitability for large-scale
or time-constrained studies, and only the HAIS-Q demon-
strates consistently high psychometric quality. Medium-
length instruments (e.g., SeBIS [36], CS-S [35], ESBS [37])
achieve strong reliability and validity but are primarily fo-
cused on digital behaviors in personal-use contexts. Short
instruments offer more efficient measurement, with some
(e.g., Misuse and Carelessness Scales [34], SA-6 [38]) pro-
viding acceptable psychometric properties, albeit capturing
narrower facets of ISA, while others (e.g., CSEC [42], SISA
[43]) provide limited validation evidence. Collectively, these
patterns highlight the difficulty of simultaneously achieving

broad construct coverage, organizational applicability, con-
ciseness, and robust psychometric support. LISA addresses
these limitations by providing a concise, 21-item instrument
with full KAB coverage, validated psychometric properties,
and applicability across organizational contexts, including
both digital and non-digital information security practices.

Limited Cross-Language Validity. ISA measure-
ment is increasingly applied in international and multilin-
gual contexts, including cross-country comparisons [48] and
deployments in non-English-speaking organizations [39].
However, most existing ISA instruments are developed and
validated in a single language (predominantly English), and
cross-language applications often rely on ad hoc transla-
tion procedures [39], [48] without explicit assessment of
measurement invariance [49]. Establishing measurement in-
variance is necessary to ensure that a scale captures the
same latent construct across language groups. Without such
evidence, it remains unclear whether translated instruments
preserve construct equivalence, as observed differences may
reflect linguistic variation rather than ISA differences. This
limitation is particularly restrictive in multinational organi-
zational contexts. LISA addresses this gap by combining



a state-of-the-art translation process with formal tests of
language invariance across English and German. In doing
so, LISA provides the first validated bilingual instrument
and a methodological blueprint for future research on cross-
language ISA measurements.

4. Methodology

To develop and validate the LISA scale, we followed
a two-stage research design. In Study I, we addressed ob-
jective O1 by developing and validating the LISA scale in
both English and German. Construct validation was con-
ducted via an online survey with 1,182 employed partici-
pants recruited through the research panels Prolific (English-
speaking) and Bilendi (German-speaking).

In Study II, we addressed objective O2 by deploying
the LISA scale at a large German university hospital. Based
on n = 579 valid responses, we evaluated its ecological
validity and applicability in a real-world, time-critical, and
heterogeneous organizational context. Details of Study I and
Study II are presented in Sec. 5 and Sec. 6, respectively. All
study materials are available in the supplementary materials
repository [50].

5. Study I: Development and Psychometric
Validation of LISA

Study I followed established guidelines for scale devel-
opment (see e.g. [29], [31], [51], [52], [53]) and structured
it into three phases: (1) scale construction, involving theory-
driven item generation, expert feedback, item translation and
multilingual survey design; (2) scale refinement, based on
exploratory and confirmatory factor-analytic item reduction
and model fit estimation; and (3) scale evaluation, assess-
ing reliability and multiple forms of validity. This process
resulted in the final 21-item multilingual version of LISA.

5.1. Phase I: Scale Construction

5.1.1. Pre-Item Generation Workshops and Interviews.
To ground scale development in organizational contexts, we
conducted six expert interviews with information security
professionals and four focus groups with 13 employees from
a large German university hospital. The hospital setting
was deliberately selected because existing organizational
ISA instruments were developed primarily in office-based
and computer-focused environments (cf. Sec. 3). University
hospitals employ a highly diverse workforce, providing a
cross-section of job profiles commonly found outside the
medical sector.

Expert participants were recruited from five different fa-
cilities and service providers in the German medical domain.
Two participants worked as Chief Information Security Offi-
cers (CISO), two as external consultants, trainers, and audi-
tors, and two as managers in IT and ISO teams. Four experts
identified as male and two as female, with job experience
ranging from 1 to 20 years. Focus group participants were

TABLE 2. THEMATIC AREAS OF ISA IN ORGANIZATIONS IDENTIFIED
BY THE HAIS-Q AND OUR WORKSHOPS AND INTERVIEWS.

Topic Source

Password Management Covers knowledge, attitudes, and
behaviors around creating, sharing, and managing passwords
securely.

* [23]

Email Use Focuses on safely handling emails, including
recognizing phishing, opening attachments, and link-clicking
practices.

* [23]

Internet Use Involves safe browsing, downloading files, ac-
cessing websites, and entering information online.

* [23]

Social Media Use Addresses privacy settings, posting about
work, and understanding consequences of online behavior.

[23]

Mobile Devices Concerns physical security of devices, secure
communication over networks, and protecting sensitive infor-
mation from shoulder surfing.

[23]

Information Handling Deals with secure disposal, handling
of sensitive documents, use of removable media, and prevent-
ing information leakage.

* [23]

Incident Reporting Focuses on recognizing, reporting, and
responding to suspicious behaviors or security incidents.

* [23]

Physical Security Encompasses locking rooms, cabinets, and
workstations, and securing IT equipment.

*

Device and System Security Covers securing computers,
mobile devices, performing updates, and following security
policies.

*

Appropriate Use of IT Infrastructure Deals with acceptable
use of company devices, networks, and personal devices at
work (BYOD).

*

Policy Awareness and Compliance Emphasizes awareness of
organizational IT/security policies and participation in relevant
training.

*

Self-Induced Incident Reporting Focuses on recognizing and
reporting accidental or self-caused security issues.

*

Information Disclosure and Confidentiality Covers the pro-
tection of sensitive data, confidentiality obligations, and min-
imizing information leakage.

*

Note: * indicates topics identified through our workshops and interviews;
Reference indicates topics from HAIS-Q [23].

recruited via the hospital’s internal newsletter, with open
participation for all employees. The sample included medi-
cal staff (n = 6) and non-medical personnel (n = 7), such as
patient management, engineering, and administration. Eight
participants identified as male and five as female, with job
experience ranging from 1 to 30 years.

The expert interviews explored human aspects of infor-
mation security and awareness programs, including their im-
plementation, goals, and challenges. Interviews were audio-
recorded and lasted between 34 and 56 minutes. All record-
ings were transcribed and analyzed using thematic analysis.
Further details are reported in our prior work [54].

Focus groups addressed information security policies,
compliance challenges, and contextual enablers and barriers.
Workshops were conducted on-site, lasted approximately
two hours, and used moderation cards and affinity dia-
gramming to structure discussions. Interviews and focus
groups led to the identification of eleven thematic areas
related to ISA (see Table 2), which subsequently informed
item generation. The interview guidelines and focus group
materials are available in the supplementary materials [50].



5.1.2. Item Generation and Content Validation. We gen-
erated items in two stages. First, we reviewed existing ISA
measurement instruments (cf. Sec. 3) and identified the
HAIS-Q [23] as the most comprehensive representation of
organizational ISA within the KAB framework. The HAIS-
Q has been developed and validated across multiple non-
healthcare contexts (cf. Sec. 3). It covers seven core focus
areas, five of which we also identified in our workshops
and interviews (cf. Tab. 2). For the six additional themes
identified in our workshops and interviews not covered
by the HAIS-Q, we screened other ISA instruments to
identify suitable candidate items. If no fitting item existed,
we developed items directly from the qualitative data. This
produced one to three items per theme and KAB dimension,
yielding 39 new items (13 per dimension). We adapted all
new items to match the HAIS-Q style and updated selected
HAIS-Q items to reflect current best practices, particularly
in password management, resulting in a pool of 102 items.

Candidate items were assessed for content validity by
11 experts in information security and privacy, comprising
research associates and professors at our institution. For
each item, we collected Likert-scale ratings on relevance
and clarity, along with qualitative feedback, which informed
subsequent item revision.

5.1.3. Item Translation. We translated the entire ini-
tial pool of 102 items into German using the TRAPD
method [55]. TRAPD—“Translation,” “Review,” “Adjudi-
cation,” “Pretesting,” and “Documentation”—is a state-of-
the-art approach for cross-cultural survey translation. It em-
phasizes collaborative translation by multiple professionals
combined with systematic quality control to ensure concep-
tual and linguistic equivalence across languages. We hired
two professional translators who independently produced
parallel translations in accordance with the guidelines of
the European Social Survey [56]. In the second step, a
structured review and adjudication process was conducted
by two subject matter experts with extensive experience in
survey methodology and information security research to
ensure cross-language equivalence and support measurement
invariance analysis. This process included verifying content
validity, discussing discrepancies with the translators, and
resolving open questions to finalize the wording.

5.1.4. Survey Design and Participants. To develop the
final set of items for the LISA scale and validate it, we
administered an online survey to English- and German-
speaking participants. The questionnaire was divided into
three thematic sections and included 102 candidate items,
along with 37 items from established scales commonly used
in human-centered security research, the social sciences, and
psychology, to support comprehensive validation analyses.
All items are available in the supplementary materials [50].

The first section asked for participants’ demograph-
ics to screen eligibility and assessed information security
awareness in the workplace using the identified candidate
items. The second section included established scales mea-
suring constructs conceptually related to our own, following

standard practice for assessing convergent validity. Specif-
ically, we employed the 3-item Simple Information Secu-
rity Awareness (SISA) scale [43] and the 16-item Security
Behavior Intentions Scale (SeBIS) [57]. SISA has been ap-
plied in prior research on organizational information security
awareness [43], whereas SeBIS is widely used in human-
centered security research addressing individuals’ security
behavior in private contexts. The third section included addi-
tional constructs to assess nomological validity and potential
response bias. Nomological validity refers to the extent to
which a measure relates to other variables in a way that is
consistent with theoretically predicted relationships. Specif-
ically, general self-efficacy was measured using the ASKU
(for German) and GSE-3 (for English) scales [58], [59],
and personality traits were assessed with the BFI-10 [60],
[61]. To control for socially desirable responding, the Social
Desirability Scale (SDS-CM) was administered [62], [63].

All items were presented in randomized order within
each block to minimize order effects. We employed atten-
tion checks throughout the survey to verify the response
quality [64]. The survey concluded with a debriefing, during
which participants confirmed the use of their data for the
purpose of developing the survey instrument.

Participants for the validation study were recruited from
the online panels Prolific (UK) and Bilendi (DACH region).
Eligibility criteria required participants to be at least 18
years old, reside in either the UK or the DACH region
(Germany, Austria, Switzerland), and have English as their
primary language or German as their primary language.
Participants were also required to work either full-time or
part-time. A total of 1,202 participants completed the survey
(UK: 581; DACH: 601 [Germany: 560, Austria: 29, German-
speaking Switzerland: 12]). We excluded 20 participants
who failed attention checks or displayed straightlining re-
sponse patterns, as identified using the Intra-Individual Re-
sponse Variability (IRV) index [65], [66]. The final sample
comprised 1,182 participants (54.1% male, 46.9% female),
with a mean age of 38.4 years (SD = 12.6; median = 36;
range = 18–77). Employment status included 55.3% full-
time workers.

5.1.5. Summary. A comprehensive, theory-driven item pool
was developed by combining an established baseline instru-
ment – HAIS-Q – with qualitative insights from expert in-
terviews and focus groups in a heterogeneous organizational
setting. This process expanded the thematic coverage of ISA
beyond the HAIS-Q and resulted in 102 candidate items
aligned with the KAB framework. Rigorous translation pro-
cedures and a carefully designed multilingual survey ensured
conceptual equivalence and adequate data quality, providing
a foundation for subsequent scale refinement and validation
evaluation.

5.2. Phase II: Scale Refinement

5.2.1. Item Reduction and Model Fit. To reduce the num-
ber of items, we first conducted exploratory factor analysis



TABLE 3. ENGLISH ITEMS OF THE LISA SCALE WITH CORRESPONDING STANDARDIZED FACTOR LOADINGS. ITEMS ARE GROUPED INTO
KNOWLEDGE (K), ATTITUDE (A), AND BEHAVIOR (B) SUBSCALES.

# Item λ

K1 When working on a sensitive document, I must ensure that strangers can’t see the screen of my laptop or tablet. [25] .773
K2 I am allowed to leave print-outs containing sensitive information on my desk when I step away from it. [25] .709
K3 It’s optional to report security incidents. [25] .617
K4 Staff must partake in training and educational courses on information security on a regular basis. [new] .777
K5 Staff must regularly keep themselves up to date on the organisation’s information security regulations and policies. [new] .834
K6 When discussing confidential information, it is necessary to ensure that unauthorised persons cannot overhear. [new] .774
K7 The accidental disclosure of sensitive information to unauthorised persons must be reported. [new] .765

A1 It’s risky to access sensitive work files on portable devices such as laptop or tablet if strangers can see my screen. [25] .784
A2 It’s risky to leave print-outs that contain sensitive information on my desk unattended. [25] .796
A3 It’s risky to ignore security incidents, even if I think they´re not significant. [25] .646
A4 It is useful for staff to take part in training and educational courses on information security on a regular basis. [new] .841
A5 It is appropriate to keep myself up to date with the organisation’s regulations and guidelines on information security on a regular basis. [new] .795
A6 It is risky to discuss confidential information if unauthorised persons are able to overhear. [new] .809
A7 It is important to report when sensitive information is accidentally disclosed to unauthorised persons. [new] .839

B1 I check that strangers can’t see the screen of my portable device, such as laptop or tablet, if I’m working on a sensitive document. [25] .716
B2 I leave print-outs that contain sensitive information on my desk when I’m not there. [25] .698
B3 If I notice a security incident, I would report it. [25] .687
B4 I regularly attend courses or training on information security. [new] .730
B5 I regularly keep myself informed about the regulations and guidelines on information security within my organisation. [new] .809
B6 I sometimes discuss confidential information even though others may be listening. [new] .647
B7 I will report if I accidentally disclose sensitive information to an unauthorised person. [new] .752

Note. English entails n = 581. LISA was estimated using a three-factor Confirmatory Factor Analysis with the DWLS estimator. Loadings are standardized.
Global fit measures: χ2(186) = 801.79, p < .001, CFI = .986, RMSEA (90% CI) = .076 [.070–.081], SRMR = .067. K = Knowledge, A = Attitude, B
= Behavior. K1, A1, and B1 adjusted by adding “tablet” as an additional device. German items and loadings are available in the Appendix A.

on the 39 newly generated items. Using this analysis in com-
bination with feedback from the 11 experts, we ultimately
retained 18 of the 39 items. These were then combined with
the 63 HAIS-Q items to form an initial pool of 81 items,
which served as the basis for the development of LISA.

Next, we examined item-level skewness and kurtosis of
the initial item pool to determine the appropriate estimator
for the confirmatory factor analysis (CFA). Most items
showed moderate non-normality, with skewness (Mean =
–1.80; 1st–3rd Qu. = –2.21 to –1.40; Min/Max = –3.92 to
–0.34) and kurtosis (Mean = 3.33; 1st–3rd Qu. = 1.39 to
4.64; Min/Max = –1.17 to 16.04). Only two items from
the original HAIS-Q exceeded the liberal kurtosis threshold
of 10, and three items exceeded the skewness threshold
of 3. Comparing these values with recommended cutoffs
(skewness ≤ 2, kurtosis ≤ 7; [67]) indicated that a DWLS
estimator was appropriate for handling the ordinal nature
of the data. Moreover, DWLS was preferred over WLSMV
because it avoids overcorrection of the robust χ2 statistic in
moderately sized samples and complex models [68], [69].

Third, a CFA of the three-factor KAB structure (27 items
per dimension) guided item selection based on the highest
average standardized factor loadings across the knowledge,
attitude, and behavior dimensions. The final LISA scale
comprises 21 items (seven per dimension), representing
those with the strongest loadings, resulting in a two-thirds
reduction in length compared with the original HAIS-Q.

The item initially included in the first version of LISA,
depicting the disposal of sensitive printouts (based on av-
eraged factor loadings), was replaced to broaden content

validity. It was substituted with item triplet 3, “Reporting
of security incidents,” which captures a more general and
conceptually central aspect of security-related awareness.

Tab. 3 presents the final selection of items comprising
the LISA scale, along with the corresponding global fit
statistics. Although the model χ2 (186) = 801.79 (p <
.001) statistic is significant, it is widely recognized as overly
sensitive to sample size and deviations from multivariate
normality and therefore should not be treated as the primary
indicator of model fit [70], [71]. More informative fit indices
demonstrated that the model achieves an acceptable to rea-
sonable fit, with CFI = 0.986, RMSEA (90 % CI) = 0.076
[0.070–0.081], and SRMR = 0.067 [72], [73]. The German
version provided in the appendix A reports comparable
global fit statistics. As expected, robust fit indices from
WLSMV estimation for both samples (CFI = .802 - .817,
RMSEA = .124 - .125) were poorer than those from the
DWLS estimator.

Finally, a closer inspection of the subscales estimated
as standalone CFAs showed acceptable model fit for the
attitude dimension in both languages (CFI = 0.993–0.995,
RMSEA = 0.077–0.091, SRMR = 0.041–0.047). In contrast,
the knowledge and behavior dimensions demonstrated ac-
ceptable CFI (0.978-0.988) and SRMR (0.059-0.072) values,
but showed insufficient RMSEA values—knowledge in the
German sample (0.102) and behavior in both language ver-
sions (0.119–0.121). Overall, these results support that ISA
is best represented as a three-factor KAB structure rather
than as three independent unidimensional scales. Neverthe-
less, the attitude subscale emerges as the most internally



consistent and psychometrically stable component, and it
can be used on its own when a brief, single-dimensional
measure is needed.

5.2.2. Summary. Factor-analytic refinement reduced the
initial item pool to a concise 21-item scale with a clear three-
factor KAB structure. Item selection based on standardized
loadings ensured strong representation of each dimension
while substantially improving parsimony. Model fit indices
indicate acceptable to good fit, supporting the structural
validity of LISA. Results further show that ISA is best
modeled as a multidimensional construct, with the attitude
dimension emerging as the most stable standalone compo-
nent.

5.3. Phase III: Scale Evaluation

5.3.1. Convergent Validity and Reliabilities. A measure
is considered to demonstrate convergent validity when inde-
pendent assessments of the same construct are strongly cor-
related [74]. Factor score correlations with SeBIS and SISA
supported the construct’s convergent validity (see Tab. 9 in
the Appendix B). As expected, the behavioral dimension
of LISA showed the strongest association with SeBIS (up
to r = .57 in the DACH sample), consistent with SeBIS’s
focus on security-related behavioral intentions. Similarly,
correlations with SISA were moderate to strong across
all three dimensions (r = .50–.64), confirming that LISA
aligns well with existing ISA instruments while maintaining
its theoretical distinction among knowledge, attitude, and
behavior components.

LISA demonstrated strong convergent validity with the
HAIS-Q across both language samples (see Tab. 9 in the
Appendix B). Because full statistical independence between
the two instruments cannot be assumed due to partial item
overlap, nine overlapping items (three per dimension) were
removed from the HAIS-Q to avoid artificially inflated
correlations [75]. As anticipated, factor correlations with
the HAIS-Q dimensions were substantial, with each cor-
responding LISA subdimension—knowledge, attitude, and
behavior—displaying the strongest associations with its re-
spective HAIS-Q counterpart (r = .92–.93 in the UK sample;
r = .86–.91 in the DACH sample). These correlations show
that LISA captures the same underlying ISA construct as
the HAIS-Q while being two-thirds shorter in item count.

McDonald’s ω with polychoric correlation was used to
assess reliability, given its robustness to τ -inequivalence
[76]. The LISA demonstrated high internal consistency
across all three subdimensions in both language samples.
Values ranged from .87 to .92 in the UK sample and from
.88 to .91 in the DACH sample.

5.3.2. Discriminant Validity. Discriminant validity refers
to the extent to which a construct is empirically distinct
from other theoretically different constructs [74]. Discrimi-
nant validity was evaluated using both the Fornell–Larcker
criterion [77] and the Heterotrait–Monotrait (HTMT2) ratio
[78], [79]. While the AVE–SV comparison did not meet the

Fornell–Larcker threshold (DACH sample AVE = .52 – .61,
SV = .61 – .65; UK sample AVE = .52 - .63, SV = .70 - .75),
the HTMT values among the three LISA subdimensions
across the two samples ranged from .65 to .81, remaining
below the conservative cutoff of .85. These results support
discriminant validity under the HTMT criterion, consistent
with the theoretical expectation that knowledge, attitude,
and behavior are interrelated yet empirically distinguishable
components of the information security awareness construct.

5.3.3. Nomological Validity. Nomological validity refers to
the degree to which a measure stays in an hypothesized
association with theoretically related constructs [74]. Re-
sults support the nomological validity of LISA, showing
that its subdimensions behave as theoretically expected in
relation to stable personality traits and self-efficacy across
two linguistic and cultural contexts. Regarding the Big Five,
conscientiousness and agreeableness were expected to have
a positive influence, neuroticism a negative one, and ex-
traversion and openness no effect on ISA [80] . In addition,
self-efficacy was expected to have a positive effect on ISA
[38], [81], [82].

In the German sample, and based on composite mean
scores, conscientiousness showed expected moderate posi-
tive correlations with all three LISA dimensions (r = .18–.36,
p < .001), indicating that organized and disciplined in-
dividuals tend to report higher knowledge, attitudes, and
behaviors related to information security. Agreeableness was
expected to be positively correlated but showed no relation-
ship. Neuroticism correlated negatively with the knowledge
and behavior subdimensions (r = –.13 to –.27, p < .05), sug-
gesting that emotionally unstable individuals exhibit lower
awareness. Openness and extraversion were, as expected,
largely unrelated to LISA, except for a small positive corre-
lation between extraversion and the behavioral dimension (r
= .13, p < .05). Self-efficacy was positively associated with
all LISA subdimensions (r = .16–.23, p < .01), consistent
with the assumption that individuals confident in their ability
to act effectively also engage more in secure behaviors.

The UK sample replicated the overall pattern of associ-
ations, though with slightly weaker and partly insignificant
effect sizes. Conscientiousness showed positive correlations
with the attitude and behavior dimensions of LISA (r =
.14–.29, p < .05). Agreeableness was positively related to
behavior (r = .18, p < .001), whereas neuroticism was neg-
atively associated with LISA behavior (r = –.23, p < .001).
Extraversion and openness remained unrelated, while self-
efficacy showed a positive correlation with the behavioral
dimension (r = .17, p < .05).

5.3.4. Socially desirable response bias. Socially desirable
responding is a response bias in which individuals provide
answers they believe are socially acceptable or favorable
rather than truthful [83]. Assessing the extent to which
a scale is susceptible to this bias is essential to prevent
distorted results and avoid spurious effects. Overall, partici-
pants’ responses to LISA measures appear to reflect genuine
self-assessment. Social desirability assessed through was



modestly associated with self-reported behavior, particularly
for the UK and DACH samples (LISA: r = .28 − .30,
p < .001). In contrast, knowledge and attitude dimensions
showed non-significant correlations across languages. Prior
findings with the HAIS-Q also reported only a handful of
items exceeding r = .25 with social desirability, primarily
related to incident reporting [25]. These results support the
assumption that most items elicit authentic responses, while
the behavior scales may be more sensitive to small social
desirability bias.

5.3.5. Measurement Invariance. Measurement invariance
testing across English and German samples (see Table 10
in Appendix C) demonstrated acceptable model stability for
LISA asses through a three-factor CFA. We tested configu-
ral, threshold, metric (thresholds and loadings constrained),
and scalar invariance (thresholds, loadings, and intercepts
constrained) using a stepwise approach [84]. Across all
models with DWLS estimation, changes in fit indices re-
mained within the recommended thresholds (∆CFI ≥ –0.01,
∆RMSEA ≤ 0.015 [85]), supporting scalar invariance. Es-
tablishing scalar invariance enables researchers to meaning-
fully compare group means on the latent factors [86] across
languages, thereby laying the foundation for cross-cultural
research and application in multinational organizations.

5.3.6. Second-Order Factor Model. ISA is conceptualized
in prior research as a multidimensional construct comprising
knowledge, attitude, and behavior [23], [25]. These facets
jointly represent the overarching latent construct of infor-
mation security awareness. This theoretical characterization
provides a direct rationale for operationalizing ISA using a
hierarchical model in which a second-order factor captures
the shared variance among the three first-order dimensions.

The first-order CFA with knowledge, attitude, and be-
havior as correlated latent variables demonstrated accept-
able global model fit (see Tab. 3 and Tab. 8). Following
established guidance [31], the next step is to examine the
magnitude of the correlations among the first-order factors.
As shown in Tab. 9, the dimensions are strongly and sig-
nificantly interrelated (UK: .83–.86; DACH: .75–.81), indi-
cating substantial shared variance consistent with a higher-
order structure.

Estimating the second-order model (see Fig. 1) confirms
this interpretation. The standardized loadings of the second-
order ISA factor on the first-order dimensions are high
(UK: .90–.92; DACH: .86–.91), explaining between 73%
and 86% of the variance in the first-order constructs. This
pattern indicates that a single higher-order factor effectively
accounts for the associations among knowledge, attitude,
and behavior.

Because a hierarchical model is a reparameterization of
the correlated-factor model, its overall fit cannot exceed that
of the freely correlated first-order solution [31]. The justifi-
cation for the second-order specification therefore rests not
on improvements in global fit but on theoretical coherence
and empirical evidence that the three dimensions function
as manifestations of a single, more general ISA construct.

5.3.7. Summary. LISA demonstrates strong psychometric
robustness across multiple validation criteria. Convergent
validity is supported by substantial correlations with es-
tablished ISA measures, while high internal consistency
confirms reliability across all dimensions. Discriminant va-
lidity indicates that knowledge, attitude, and behavior are
empirically distinct yet related components. Nomological
validity aligns with theoretical expectations, and social de-
sirability effects are limited. Measurement invariance across
languages enables meaningful cross-cultural comparisons,
and the second-order model confirms that the three dimen-
sions reflect a coherent overarching ISA construct.

6. Study II: Ecological Validation of LISA in
a Time-Critical, Heterogeneous Organization

In Study II, we evaluated the LISA scale in a large
university hospital in Germany to assess its performance
under real-world, time-critical, and highly heterogeneous
working conditions. This setting enabled us to examine the
scale’s functioning beyond controlled survey environments
and to conduct key validation steps within an operational
organization. Specifically, we assessed factorial validity and
reliability, tested known-groups differentiation, evaluated
criterion-related validity, and compared factor scores with
simple sum scores.

6.1. Procedure and Participants

6.1.1. Survey Design and Implementation. We admin-
istered an online survey consisting of three sections. A
copy of the survey instrument is available in the supple-
mentary materials [50]. The first section presented the 21-
item LISA scale. The second section assessed organizational
antecedents of ISA, selected based on systematic reviews
of research on information security policy (ISP) compli-
ance [8], [9], [87], [88], [89], [90] and refined through
expert interviews, focus groups, and consultations with the
hospital’s CISO team. From this process, we identified 11
factors that balance comprehensiveness with survey length:
two individual-level enablers (self-efficacy for policy com-
pliance and general IT knowledge), four organizational-
level enablers (management commitment, policy availability
and accessibility, active support and training, and sanctions
for misconduct), and five organizational-level barriers (or-
ganizational laxness, policy-related work impediments, fre-
quency of technical problems, workload and time pressure,
and shadow work processes). The final section collected
participants’ demographic information.

Items for the 11 enablers and barriers were operational-
ized as multi-item scales drawn or adapted from established
instruments measuring constructs such as self-efficacy and
IT literacy [7], [91], top management commitment and
policy access [92], [93], [94], [95], laxness and shadow
work [96], workload and error frequency [97], and sanc-
tions [7]. All items were carefully translated and back-
translated between German and English and were measured
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Figure 1. Second-order factor model of LISA for the (a) UK and (b) DACH sample, with the higher-order construct explained by the latent subdimensions of
knowledge, attitude, and behavior. The sequence of results in regression paths: unstandardized estimates, standard errors in round brackets, and standardized
estimates. Factor loadings are standardized. Values in circles with curved arrows denote error variances. Because the knowledge factor loading on the
second-order LISA construct was designated as the marker (reference) indicator, its unstandardized loading was fixed at 1.0. As a consequence of this
identification constraint, no standard error or significance test is reported for this parameter.

TABLE 4. DISTRIBUTION OF RESPONDENTS BY STAFF GROUP.

Staff Group Count Share (%)

Admin & IT 197 34.0
Administration 157 27.1
IT 40 6.9

Clinical Staff 268 46.3
Medical Services 55 9.5
Nursing & Functional Services 98 16.9
Medical Technical Services 115 19.9

Other Staff 114 19.7
Research 66 11.4
Other 37 6.4
NA 11 1.9

Total 579 100.0

on 7-point Likert scales ranging from “1 Strongly Disagree”
to “7 Strongly Agree”, with reversed items included to
mitigate response bias.

6.1.2. Participants and Recruitment. Participants were re-
cruited via email invitations sent to all employees of a large
university hospital in Germany, distinct from the hospital
involved in Study I, which employs approximately 10,000
staff. A total of 579 employees participated. Of these, 46.3%
(n = 268) were healthcare-related staff, including personnel
from medical services, nursing and functional services, and
medical-technical services. The remaining 51.8% (n = 300)
were non-healthcare staff, comprising researchers, adminis-
trative and IT personnel, and employees in supply, technical,
pastoral, child care, and other auxiliary services (cf. Ta-
ble 4). Among participants, 59% identified as female, 27%
as male, and 14% did not report their gender. The median
age group was 40–49 years, with 12.1% not reporting age.

6.2. Results

6.2.1. Factorial Validity and Reliabilities. First, we ex-
amined item-level skewness and kurtosis to determine an
appropriate estimator. Most items showed moderate non-
normality, with skewness (Mean = –1.99; 1st–3rd Qu. =
–2.28 to –1.47; Min/Max = –4.68 to –0.46) and kurtosis

(Mean = 3.90; 1st–3rd Qu. = 1.70 to 5.33; Min/Max =
–0.78 to 25.16), indicating mild to occasionally pronounced
skew and heavy tails. Only the German item ‘Knowledge
6’ exceeded liberal thresholds (skewness = –4.68, kurtosis
= 25.16), suggesting a ceiling effect that may warrant reeval-
uation in future studies. As the majority of items remained
within acceptable distributional limits [67], and given that a
robust estimator in WLSMV can over-correct the χ2 statistic
in moderately sized, complex ordinal models [68], [69], the
DWLS estimator was selected.

Overall, LISA demonstrated satisfactory factorial valid-
ity, with standardized factor loadings ranging from .461 to
.841. Average loadings were .633 for knowledge, .769 for
attitude, and .666 for behavior, indicating stable representa-
tion across dimensions. Global model fit was acceptable (χ2

(186) = 1002.79 with p < .001, CFI = .965, RMSEA = .087
[90% CI: .078 – .092], SRMR = .087). As expected, robust
fit indices from WLSMV estimation (CFI = .728, RMSEA
= .139) were poorer than those from the DWLS estimator.

Inspecting the subdimensions as standalone CFA models
largely replicated the pattern observed in Validation Study
I. The knowledge subscale showed good global fit (CFI =
0.994, RMSEA = 0.031, SRMR = 0.047), and the attitude
subscale demonstrated acceptable fit (CFI = 0.987, RMSEA
= 0.095, SRMR = 0.062). In contrast, the behavior subscale
showed insufficient model fit when estimated in isolation,
with notably elevated RMSEA values (CFI = 0.933, RMSEA
= 0.178, SRMR = 0.113).

McDonald’s ω, computed using polychoric correlations,
indicated good reliability for all LISA dimensions, with ω
= .82 for knowledge, ω = .90 for attitude, and ω = .82 for
behavior.

6.2.2. Comparison of Factor Scores and Sum Scores.
To obtain methodologically sound estimates of latent con-
structs, psychometric instruments such as LISA are typically
analyzed using Structural Equation Modeling (SEM). SEM
specifies a measurement model that explicitly accounts for
measurement error and estimates relationships between ob-
served indicators and latent variables [53].

Latent variables (η) are not directly observed. If re-
searchers or practitioners wish to obtain individual-level



scores, these can be derived post hoc via factor score pre-
diction. In this study, we applied a regression-based method
to compute factor scores (η̂) using the lavPredict()
function from the lavaan [98] package. Under this ap-
proach, factor scores correspond to model-based predictions
of the latent variables given the observed responses. These
predictions can be expressed as linear combinations of the
observed indicators,

η̂ = W⊤x,

where x denotes the vector of observed item responses
and W is a weight matrix implied by the fitted SEM. Impor-
tantly, W is derived from the full model-implied covariance
structure, including factor loadings, measurement error vari-
ances, and latent variable covariances. Consequently, factor
score estimates represent model-based optimal linear pre-
dictions of the latent variables rather than simple loadings-
based composites.

In applied research, SEM may not always be feasible
due to methodological complexity or sample size require-
ments. Moreover, when absolute and easily interpretable
score values are required for practical or reporting purposes,
researchers often rely on unweighted sum or mean scores
as pragmatic alternatives, which aggregate observed item
responses within each factor:

Sum score: Sj =

kj∑
i=1

xij , Mean score: S̄j =
1

kj

kj∑
i=1

xij .

These scores assume equal item weighting and do not
explicitly account for measurement error. However, they can
approximate latent constructs reasonably well when factor
loadings are relatively homogeneous [99].

To assess the extent to which sum scores approximate
SEM-based factor scores, we examined the correspondence
between both approaches. Table 5 reports Pearson correla-
tions between regression-based factor scores (η̂j) obtained
via SEM and the corresponding sum scores (Sj), alongside
Cronbach’s α reliability estimates for each subscale across
the three participant samples, including the hospital staff
surveyed in this study.

Across all samples, correlations between factor scores
and sum scores were consistently high (r = .828–.959),

TABLE 5. CORRELATION COEFFICIENTS BETWEEN LISA FACTOR
SCORES AND SUM SCORES AND CRONBACH’S α RELIABILITY SCORES

FOR THE THREE PARTICIPANT SAMPLES IN THIS STUDY.

(Sub-)Scale EN-Prolilfic DE-Bilendi DE-Hospital

r α r α r α
LISA .951*** .90 .959*** .90 .932*** .87
LISA-K .890*** .79 .906*** .80 .828*** .65
LISA-A .898*** .81 .918*** .83 .883*** .81
LISA-B .945*** .79 .957*** .82 .939*** .74

Note. r: Pearson correlations; α: Cronbach’s α for items in-
cluded in the unweighted sum scale. n = 579; ***p ≤ .001,
**p ≤ .01, *p ≤ .05.

indicating that the unweighted sum scores closely approx-
imate the latent constructs measured by LISA. Reliability
was also acceptable to high, with Cronbach’s α ranging
from .65 (LISA-K, DE-Hospital) to .90 (full LISA, EN-
Prolific), demonstrating that the sum scores maintain inter-
nal consistency comparable to SEM-based scores. Notably,
the hospital sample showed slightly lower reliability for the
knowledge subscale, likely reflecting greater heterogeneity
in staff roles and backgrounds. These results suggest that,
in practice, the sum or mean scores of LISA provide a valid
and reliable approximation of the latent factors.

6.2.3. Differentiation by Known-Groups. Known-groups
validity evaluates whether a measure can distinguish be-
tween groups expected to differ on the underlying construct.
Evidence for this form of validity is typically demonstrated
when mean scores vary significantly between groups that
theoretically should show higher or lower levels of the mea-
sured trait [74]. Based on prior work, especially clinical staff
should show lower ISA scores compared to administration
and IT roles [9].

The results of multiple regression analyses, using staff
group as a predictor, are presented in Table 6. Both SEM-
based factor scores and unweighted sum scores were exam-
ined. Across the models, clinical staff consistently showed
significantly lower LISA scores compared to the reference
group (administration and IT), with standardized regression
coefficients ranging from −0.19 to −0.29 for factor scores
and −0.22 to −0.41 for sum scores. Other staff members
without direct clinical duties also showed lower scores,
though the effects were generally smaller in magnitude.

6.2.4. Criterion-related Validity. Criterion-related valid-
ity of the LISA scale was assessed by examining corre-
lations between LISA scores and the 11 individual- and
organizational-level factors hypothesized to influence ISA.
Strong associations with these criterion variables support
that LISA captures constructs that are both theoretically
grounded and practically relevant. We specifically evaluated
concurrent validity, which is demonstrated when a measure
correlates substantially with established criteria assessed at
the same time [74].

Construct validity of the 11 factors was assessed using
a CFA measurement model estimated with DWLS. We
inspected standardized factor loadings and calculated the
Average Variance Extracted (AVE) for each construct to con-
firm convergent validity. We confirmed internal consistency
reliability using McDonald’s ω based on polychoric corre-
lations. The results indicated that all constructs exhibited
satisfactory internal consistency (see Tab. 7), and the pattern
of factor loadings supported the hypothesized structure,
providing evidence that the items adequately represent the
intended latent variables.

As reported in Table 7, LISA scores show robust cor-
relations with the 11 individual- and organizational-level
antecedents of information security compliance. At the indi-
vidual level, self-efficacy correlates positively with all LISA
dimensions (r = .342–.622, p < .001), whereas general IT



TABLE 6. STAFF GROUP DIFFERENCES IN LISA AND ITS SUBDIMENSIONS.

Factor scores Sum scores

LISA LISA-K LISA-A LISA-B LISA LISA-K LISA-A LISA-B

Intercept (Ref: Admin & IT) 0.11* 0.10* 0.12* 0.17* 0.22*** 0.12 0.13 0.26***

(0.04) (0.04) (0.05) (0.05) (0.03) (0.07) (0.03) (0.05)
Clinical Staff −0.20*** −0.19** −0.23*** −0.29*** −0.35*** −0.22* −0.23* −0.41***

(0.05) (0.06) (0.06) (0.06) (0.09) (0.09 (0.09) (0.09)
Other Staff −0.19** −0.19* −0.22** −0.27*** −0.27* −0.12 −0.14 −0.36**

(0.07) (0.08 (0.08) (0.08) (0.11) (0.12) (0.12) (0.12)

R2 0.02 0.02 0.02 0.04 0.03 0.01 0.01 0.04
Adjusted R2 0.02 0.02 0.02 0.04 0.02 0.01 0.01 0.03
F 7.15*** 5.6** 7.14*** 12.03*** 7.34*** 2.71 2.92 10.55***

Note. Values represent standardized regression coefficients with standard errors in parentheses. Results were obtained from multiple
regressions with n = 579; ***p ≤ .001, **p ≤ .01, *p ≤ .05.

knowledge shows negligible associations. This lack of cor-
relation does not undermine scale validity, as LISA captures
broader, multi-determined constructs that may not align with
single predictors. Alternatively, general IT knowledge may
not directly translate into ISA-related knowledge, attitudes,
or behaviors among employees in this organization.

At the organizational level, enablers such as management
commitment, policy availability, active support, training, and
sanctions for misconduct show moderate to strong positive
correlations (r = .291–.705, p < .001). Barriers, including
organizational laxness, perceived work impediments, and
shadow work processes, show negative associations with
LISA scores (r = −.199–−.621, p < .05), whereas techni-
cal problems and workload exhibit weaker or inconsistent
correlations.

Overall, these patterns provide evidence of criterion-
related (concurrent) validity, indicating that LISA reflects
both individual and organizational factors relevant for infor-
mation security awareness.

6.2.5. Response Time for LISA. LISA demonstrated a
short completion time. Of the 579 participants, we evaluated
completion duration based on 477 responses, as extreme
outliers would distort the results. These outliers likely re-
sulted from hospital staff opening the questionnaire and
completing it at a later time. Therefore, only responses
within the interquartile range (IQR) after outlier removal
were included in the analysis (see [66]). The average com-
pletion time for the 21-item scale was M = 2.76 minutes
(SD = 0.82). When broken down by subdimensions, the
mean response times were 1.11 minutes for knowledge (SD
= 0.40), 0.84 minutes for attitude (SD = 0.29), and 0.82
minutes for behavior (SD = 0.27), suggesting a potential
learning or response time effect as participants progressed
through the scale. Overall, the ability to validly and reliably
assess information security awareness in approximately one
minute per subdimension highlights LISA’s balance between
brevity and psychometric validity, which is an important
advantage for applied research and organizational practice,
underscoring its suitability for large-scale assessments and
use in time-critical organizational settings.

7. Discussion

The present research introduced LISA as a concise,
psychometrically valid instrument for assessing ISA across
heterogeneous organizational contexts. Evidence for con-
vergent, discriminant, ecological, and known-group validity,
together with high internal consistency, measurement invari-
ance across languages, its calculation as composite sum or
mean score supports LISA as theoretically and statistically
solid and practically applicable. Its brief administration time,
approximately three minutes in total, demonstrates that ISA
measurement can be achieved with minimal respondent bur-
den, making the scale particularly suitable for large-scale
surveys in time-critical settings.

Its criterion-related validity, known-group differences,
and the similarity of summed scores and factor scores
highlight LISA’s practical utility. Positive associations with
organizational enablers (e.g., management commitment, pol-
icy availability) and negative associations with barriers (e.g.,
work impediments, shadow work, technological constraints)
show that the instrument is sensitive to key antecedents of
security-related behavior. Administrative and IT staff also
scored higher across all LISA dimensions, especially be-
havioral, whereas clinical and other staff scored lower. This
aligns with findings from HAIS-Q, SISA, and related mea-
sures [43], [100], [101], which consistently show stronger
awareness among non-clinical staff. This gap likely reflects
the realities of clinical work, where time pressure and
frequent interruptions often take precedence over security
procedures [102].

Although LISA covers a narrower content range than
comprehensive instruments such as the HAIS-Q, it tar-
gets highly relevant aspects of information security that
go beyond technical or cybersecurity issues. Comparable
instruments—such as CS-S [35], SeBIS [36], MISAS [40],
and shorter measures like CSEC [42], the Resource Mis-
use and Security Carelessness Scales [34], SA-6 [38], or
SISA [43]—primarily assess personal end-user or technical
behavior, and many are not designed for organizational
contexts. LISA, by contrast, captures core workplace prac-
tices—protecting sensitive information, following training
and policy requirements, and reporting incidents—which



TABLE 7. CORRELATION COEFFICIENTS BETWEEN LISA FACTOR SCORES AND SUM SCORES WITH COMMONLY IDENTIFIED OR RESEARCHED
ENABLERS AND BARRIERS TO INFORMATION SECURITY COMPLIANCE IN ORGANIZATIONAL RESEARCH.

Factor scores Sum scores

ω AVE LISA LISA-K LISA-A LISA-B LISA LISA-K LISA-A LISA-B

Individual-Level Enablers
Self-efficacy toward security policy compliance .92 .80 .622*** .569*** .546*** .615*** .486*** .342*** .343*** .510***

IT knowledge & computer literacy .87 .63 .008 .050 −.010 .004 −.002 .000 .000 .000
Organizational-Level Enablers
Top management commitment ISP compliance .88 .71 .629*** .574*** .561*** .616*** .497*** .346*** .388*** .498***

ISP availability and accessibility .85 .67 .700*** .635*** .622*** .690*** .552*** .374*** .421*** .569***

Active support and training for ISP compliance .87 .73 .705*** .647*** .630*** .694*** .561*** .392*** .438*** .562***

Sanctions for ISP misconduct .84 .64 .508*** .455*** .471*** .497*** .410*** .291*** .341*** .392***

Organizational-Level Barriers
Organizational laxness with ISP compliance .79 .56 −.621*** −.549*** −.576*** −.609*** −.505*** −.317*** −.421*** −.512***

ISP being a work impediment .89 .74 −.416*** −.356*** −.399*** −.406*** −.345*** −.199* −.308*** −.347***

Overall experience of technical problems .86 .62 −.176** −.134* −.156** −.178** −.133* .000 .000 −.166**

Overall workload and time pressure .83 .56 .034 .044 .032 .032 .020 .000 .000 .000

Overall presence of shadow working processes .90 .76 −.477*** −.413*** −.447*** −.468*** −.392*** −.237** −.324*** −.406***

Note. Regression values represent Pearson correlation coefficients. All variables represent self-reported data by n = 579 hospital staff; ***p ≤ .001,
**p ≤ .01, *p ≤ .05. ω indicates internal consistency of each scale, with values ≥ 0.70 considered acceptable [53]. AVE (Average Variance Extracted)
reflects the proportion of variance in items explained by the latent construct, with values ≥ 0.50 considered adequate for convergent validity [53].

explained substantial variance in both first- and second-order
ISA factors without compromising psychometric quality
and remained grounded in the knowledge–attitude–behavior
framework.

Moreover, LISA is designed to measure the latent di-
mension of ISA as a brief screener, particularly well suited
for heterogeneous organizations where information security
challenges extend beyond technical system use. Although it
does not aim to assess all specific facets of ISA, low LISA
scores reliably signal gaps in general information security
awareness, as reflected in its strong correlations with the
more comprehensive HAIS-Q. Such results can serve as an
early indicator that more detailed or domain-specific assess-
ment is warranted. Importantly, high LISA scores should not
be interpreted as a guarantee of secure behavior but rather
as an indicator of generally sound awareness.

LISA is the first psychometric ISA instrument to demon-
strate scalar measurement invariance across English and
German, confirming its suitability for cross-lingual use.
Although measurement invariance is a core methodologi-
cal standard [86], it is still often overlooked, even though
language differences are a major source of non-equivalence
in comparative research [103], [104]. Without testing in-
variance, observed cultural differences may simply reflect
translation artifacts rather than true psychological variation
[103], underscoring the need for rigorous translation pro-
cedures such as the TRAPD framework [55]. No existing
ISA measure meets these standards, positioning LISA as
a methodological benchmark for future ISA scale develop-
ment.

These results indicate that the three KAB dimensions
perform best as a combined three-factor structure. Only the
attitude subscale demonstrated solid psychometric stability
across languages and studies to be used as a standalone
measure. In contrast, the behavior subscale should not be

used independently, as its psychometric quality is likely
influenced by contextual and organizational constraints. Fur-
ther refinement is needed before it can function as a robust
standalone scale.

Also, LISA is equally suitable for use in homogeneous
organizational settings. Its concise structure enables efficient
monitoring of overall ISA levels without imposing unnec-
essary respondent burden, allowing organizations—whether
complex or uniform in structure—to track awareness reliably
and at regular intervals.

Taking everything into account, LISA advances existing
research by providing a theory grounded, psychometrically
validated, and concise instrument that resolves key trade
offs in prior ISA measurement. It combines full knowl-
edge, attitude, and behavior coverage with minimal response
burden, enabling reliable assessment within minutes across
heterogeneous organizational contexts, including roles with
limited interaction with digital systems. Supported by cross
language measurement invariance between German and En-
glish and strong performance in real world settings, LISA
functions as a domain general screening instrument for in-
formation security awareness. By jointly addressing brevity,
validity, and multilingual applicability, it contributes a prac-
tical and methodologically robust tool for both research and
organizational diagnostics.

8. Limitations

A central limitation of this work concerns the choice of
estimators for model fitting. We used diagonally weighted
least squares (DWLS) because item distributions met ac-
ceptable thresholds, with only a few showing pronounced
nonnormality. Although the weighted least squares estimator
with mean and variance adjustment (WLSMV) is typically
considered more conservative, it produced markedly poorer



fit indices in both studies. Prior research indicates that
WLSMV can overcorrect the robust chi square statistic in
models with moderate sample sizes and higher complex-
ity [68], [69], whereas DWLS reduces this risk. Still, the
discrepancy between estimators suggests that the general-
izability of our results should be interpreted with caution,
and future research with larger samples may reassess the
estimator choice.

The results of Validation Study I are based on access
panel data, which, while cost efficient, are prone to selection
bias, unverifiable participant identities, and undetected mul-
tiple participation [105], [106]. Nevertheless, such panels
are suitable for initial instrument validation, especially since
no representative inferences were drawn and the findings
are interpreted with appropriate caution. Importantly, LISA’s
ecological validity and reliability were confirmed in a sec-
ond real world sample, reinforcing the robustness of the
initial validation.

In addition, both studies relied on self-administered
online surveys, limiting control over the survey environ-
ment and completion conditions [105]. Participation in the
hospital sample was voluntary, so the results may not be
fully representative. The study also relies on self-reported
rather than observed behavior, which may diverge from
actual practices and thus only approximate participants’ real
actions.

To date, LISA is available only in English and Ger-
man, and only the German version has been tested in
a heterogeneous, time-critical organizational environment.
Nevertheless, because the English version performed sim-
ilarly to the German one and demonstrated measurement
invariance in the initial validation study, we expect compa-
rable performance in practice. Moreover, the translation and
validation procedure documented in this paper provides a
clear guideline for extending LISA to additional languages
in the future.

Finally, we tested the German version of LISA in a
single hospital, which limits generalizability. However, the
hospital included a broad range of professional roles and
work activities, offering a diverse setting for examining
information security awareness. Still, future studies should
evaluate LISA in additional organizational contexts to fur-
ther establish its robustness.

9. Conclusions

Human factors play a critical role in organizational
information security, yet existing measures of Information
Security Awareness (ISA) often lack theoretical ground-
ing, psychometric rigor, and practical usability. This paper
presents the Lightweight Information Security Awareness
(LISA) scale—the first theory-based, psychometrically val-
idated, cross-language tool designed to efficiently assess
ISA in diverse organizational settings. Validated with 1,182
panel participants and 579 employees of a German uni-
versity hospital, LISA shows strong internal consistency,
English–German measurement invariance, and robust con-
struct and ecological validity. By correlating LISA with 11

organizational enablers and barriers and demonstrating its
applicability across a heterogeneous workforce, the study
shows that LISA enables both scientific research and practi-
cal assessments, offering a reliable, concise, and accessible
solution for measuring ISA.
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Appendix A.
German Items

TABLE 8. GERMAN ITEMS OF THE LISA SCALE WITH CORRESPONDING
STANDARDIZED FACTOR LOADINGS. ITEMS ARE GROUPED INTO

KNOWLEDGE (K), ATTITUDE (A), AND BEHAVIOR (B) SUBSCALES.

# German Item λ

K1 Wenn ich an einem vertraulichen Dokument arbeite, muss
ich den Bildschirm von Laptop oder Tablet vor fremden
Blicken schützen.*

.774

K2 Ich darf Ausdrucke mit sensiblen Informationen auf dem
Schreibtisch liegen lassen, wenn ich mich davon entferne.*

.680

K3 Die Meldung von Sicherheitsvorfällen ist freiwillig.* .476
K4 Das Personal muss regelmäßig an Schulungen oder Fortbil-

dungen in Sachen Informationssicherheit teilnehmen.
.799

K5 Das Personal muss sich regelmäßig über Vorschriften und
Richtlinien der Organisation zur Informationssicherheit auf
dem Laufenden halten.

.792

K6 Wenn man über vertrauliche Informationen spricht, muss
sichergestellt sein, dass Unbefugte nicht mithören können.

.770

K7 Die versehentliche Preisgabe sensibler Informationen an Un-
befugte muss gemeldet werden.

.687

A1 Es ist riskant, vertrauliche Dokumente auf mobilen Geräten
wie Laptop oder Tablet zu öffnen, wenn Fremde den Bild-
schirm einsehen können.*

.800

A2 Es ist riskant, Ausdrucke mit sensiblen Informationen un-
beaufsichtigt auf dem Schreibtisch liegen zu lassen.*

.705

A3 Es ist riskant, Sicherheitsvorfälle zu ignorieren, auch wenn
ich sie für unerheblich halte.*

.689

A4 Es ist sinnvoll, dass das Personal regelmäßig an Schulungen
oder Fortbildungen in Sachen Informationssicherheit teil-
nimmt.

.798

A5 Es ist angemessen, sich regelmäßig über Vorschriften und
Richtlinien der Organisation zur Informationssicherheit auf
dem Laufenden zu halten.

.838

A6 Es ist riskant, über vertrauliche Informationen zu sprechen,
wenn Unbefugte mithören können.

.806

A7 Es ist wichtig zu melden, falls sensible Informationen verse-
hentlich an Unbefugte preisgegeben werden.

.803

B1 Wenn ich an einem vertraulichen Dokument arbeite, stelle
ich sicher, dass Fremde den Bildschirm des mobilen Geräts
wie Laptop oder Tablet nicht einsehen können.*

.807

B2 Ich lasse Ausdrucke mit sensiblen Informationen auf dem
Schreibtisch liegen, wenn ich nicht vor Ort bin.*

.646

B3 Wenn ich einen Sicherheitsvorfall bemerke, würde ich ihn
melden.*

.773

B4 Ich nehme regelmäßig an Schulungen oder Fortbildungen in
Sachen Informationssicherheit teil.

.783

B5 Ich informiere mich regelmäßig über die Vorschriften und
Richtlinien zur Informationssicherheit in meiner Organisa-
tion.

.789

B6 Manchmal spreche ich über vertrauliche Informationen, ob-
wohl andere mithören können.

.656

B7 Falls ich sensible Informationen versehentlich an Unbefugte
preisgebe, werde ich dies melden.

.795

Note. German entails n = 601. LISA was estimated by employing a three-
factor Confirmatory Factor Analysis with DWLS estimator. Loadings are
standardized. Global fit measures: χ2(186) = 992.70, p < .001, CFI
= 0.980, RMSEA (90% CI) = 0.085 [0.080–0.090], SRMR = 0.073. K =
Knowledge, A = Attitude, B = Behavior. Items with * were translated to
German from the English items of the HAIS-Q [25], with K1, A1, and B1
adjusted by adding ’tablet’ as an additional device.



Appendix B.
Convergent Validity and and Reliabilities for LISA

TABLE 9. LISA CONVERGENT LATENT CORRELATIONS AND RELIABILITIES FROM CFA MODEL
FOR THE ENGLISH (UK) AND GERMAN (DACH) SAMPLES.

Variable 1 2 3 4 5 6 7 8 9 10 11

English (UK sample)
1. LISA (Knowledge) (.89)
2. LISA (Attitude) .86 (.92)
3. LISA (Behavior) .83 .84 (.87)
4. HAIS-Q (Knowledge, no overlap) .92 .78 .69 (.91)
5. HAIS-Q (Attitude, no overlap) .76 .92 .73 .85 (.94)
6. HAIS-Q (Behavior, no overlap) .76 .79 .93 .89 .91 (.90)
7. SeBIS (Device Securement) .42 .40 .50 .37 .35 .51 (.68)
8. SeBIS (Password Generation) .28 .36 .54 .35 .38 .57 .60 (.81)
9. SeBIS (Proactive Awareness) .30 .37 .51 .37 .45 .59 .50 .69 (.67)
10. SeBIS (Updating) .38 .45 .59 .36 .42 .57 .57 .72 .61 (.79)
11. SISA .57 .65 .76 .54 .67 .77 .50 .54 .59 .65 (.74)

German (DACH sample)
1. LISA (Knowledge) (.88)
2. LISA (Attitude) .78 (.91)
3. LISA (Behavior) .75 .81 (.89)
4. HAIS-Q (Knowledge, no overlap) .91 .72 .60 (.90)
5. HAIS-Q (Attitude, no overlap) .69 .89 .67 .86 (.93)
6. HAIS-Q (Behavior, no overlap) .70 .81 .86 .84 .92 (.91)
7. SeBIS (Device Securement) .36 .46 .50 .38 .42 .50 (.73)
8. SeBIS (Password Generation) .33 .45 .62 .34 .42 .63 .53 (.78)
9. SeBIS (Proactive Awareness) .37 .48 .63 .44 .55 .73 .52 .75 (.69)
10. SeBIS (Updating) .43 .52 .62 .35 .48 .57 .48 .69 .63 (.76)
11. SISA .65 .74 .80 .61 .71 .82 .48 .63 .72 .67 (.76)

Note: Values are factor correlations below the diagonal. All factor correlations are Pearson correlations of the first-order latent
variables from one CFA model. All correlations are significant at p < .001. Italic values in parentheses on the diagonal
indicate McDonald’s ω, estimated with polychoric correlations. Abbreviations: CFA = Confirmatory Factor Analysis, LISA =
Lightweight Information Security Awareness Scale, HAIS-Q = Human Aspects of Information Security Questionnaire, SeBIS =
Security Behavior Intentions Scale, SISA = Simplified Information Security Awareness Scale. “No overlap” indicates that three
items were removed from the HAIS-Q dimension to avoid inflated correlations with LISA.

Appendix C.
Measurement Invariance Testing and Global Fit Indices

TABLE 10. LISA MODEL FIT INFORMATION FOR TESTING CROSS-LINGUAL MEASUREMENT INVARIANCE BETWEEN GERMAN AND ENGLISH.

Model: LISA (3 Factor Model) χ2 df CFI RMSEA SRMR ∆χ2 ∆df ∆CFI ∆RMSEA ∆SRMR

Configural Invariance 1790.08 372 .983 .080 .070
Thresholds constrained 1811.08 413 .984 .076 .070 20.99 41 0.000 −0.005 0.000
Thresholds and loadings constrained 1841.88* 431 .983 .074 .070 30.80 18 0.000 −0.001 0.000
Thresholds, loadings, and intercepts
constrained

1897.43*** 449 .983 .074 .070 55.55 18 0.000 −0.001 0.000

Note. ***p ≤ .001, **p ≤ .01, *p ≤ .05. English sample: n = 581; German sample: n = 601. Estimates are based on a three-factor CFA using the
DWLS estimator and by following the guidelines of Wu and Estabrook [84].



Appendix D.
Meta-Review

The following meta-review was prepared by the program committee for the 2026 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in the call for papers.

D.1. Summary

This research aims to provide a way to measure information security awareness (ISA) through the development of the
Lightweight Information Security Awareness (LISA) scale. LISA is short, psychometrically validated, and usable across
multiple languages. It also measures behaviors and attitudes beyond just technical security. LISA was created and refined
through interviews with experts and a survey with ∼1100 adults in both English and German, resulting in a 21-item scale
measuring knowledge, attitude, and behavior. For further validation, LISA was deployed in a German hospital with 579
participants where the internal consistencies matched original validation results. Finally, LISA was validated by comparing
scores against established constructs.

D.2. Scientific Contributions

1) Creates a New Tool to Enable Future Science.
2) Addresses a Long-Known Issue.
3) Provides a Valuable Step Forward in an Established Field.

D.3. Reasons for Acceptance

1) The paper provides a strong motivation, explaining why existing scales and measures are not sufficient, namely
that they may be too long, not validated, or not specific to organizations.

2) Use of stakeholders in item generation and real-world validation lends validity to the scale

D.4. Noteworthy Concerns

Scale is validated in a hospital setting, which possibly limits its generalizability.
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